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STEMTEIENTE, EBRICAY NI —TIAV I =T 2= AN - FET—TNeRET
5l ITABIETY. Fhs BLELZ27 Ty 74 - LFRERA MDY Y —LIC
oy b7 = 7R RBEL. RERA MDY —LE2)E-NTT 7RZATEET., TR
NOSF. CORBEDIODIZMDY 7 NI 27\ 7T =AY AN LT ELREEIHD X
Hh.

D77y N7+ —ALlFE /. OSPF L RIPV2 (ZHEL THOH oL — 9 — L HEIRIIZ L
—TAVT T TN BTN TEET,

MNFY Platform -_

Use OSPF or RIPv2 to exchange routing tables

subnet 5 subnet 4 subnet 3 subnet 2

o e 3 » subnet A
bt e « 3 subnet B
< W subnet C

generic router

Wi 17: X= A7 2 v N7+ - LLZDMDIL -9 -

X512, N=ZA7F v M7+ —A4ld Border Control 19 7 74 77 + — )LIEREE AL L
F9, CTNEBTIORFa X MNATHENMSINET, F/o0 RERAMNATHED 7 74
T4 = INNERBETHEDIZ, DEIZOXL 7> a > TRENRET) v IIlERT L &

bA[RET Y., RDETIF X=A7 7 v b7+ = A RITREAR X N fFRlT 2778 @ M L
E N
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F 28 REKR A b

RERANEFERATL2EHME. MEAS I T4 74D O BEEEER T2 LIIHhHD L
EI6NTWET, L7775 =y a>ii, "= N7z 7 (FlzIiE. RS232 1) 7 LR
- 1) > 7, #7212 Bluetooth) oMHER LA > ¥ -7« — AWIRFEL TEEL 9. Lo
L. oSz Aay N7 =777 )75 =3 a3 ICESAEUT WA, 4777 -
vav ik aviiay N7 =70 LTTITbNET, TN =S ayinIDAT
T - IUBTA2BEIEETILERHD 7,

PSR, 22 TWwo [MRAEA AN £, OS (Operation System) /7 k7 = 7 3%
BETA-DDORMDL O EDTT, OSOLETIE. (REKAAMFEICPU, XE1), A ML —
CAN=A, AV DNT =T A4 9 =72 =R (S) . OMOMEBEDEILKE ML WE
i<y EREIL LOICHEAEEL 29, OS2 TREAR AN #1895 0S L. [{REK X
Nl ETEITINTWHWAOS EoXBIDO. TIREKZAN] #18#H3T250S(Z [HRA D
OS], [HKRAIIATLI . IXR=ZAT7Z7v b7+ -4] T/ [X=Z20S] LN,
(MREARAN] ETEITENTHA0SIF [7ANOS] |, [FTARNAT AL EFFOET,
[RAEARADN] EWIOHEILZ, HGEICLSTIE T7ANOS] #5028 HD T3, 2
D7 avTlE. FhldzIal—-bhahEN—RKz7a R -%2>ybhpaL 7> 3>
IEL F 9,

MEH G <> TOSa AV A —NT 55, BEECDCDVD A LD XT (76,

FrRRTFIPEHTAY N -7h60-NahId., RE> I Ins0MEN L
VTATADPFHELELAD, AROREZS I 2L - b F2LERHD S, REC> >
(2O0S%&A > ANM—- LT 5121F. #FEISOEXTOSDCD/DVD A X -2 x#f|lL . 2h
EBUIGEGHICERE S5 28Ty RAMOSHEhaekE~v>>ilo-NLET,

WRERANEFERAT R, T332 - 3NN N7 7DOERERETILENLHD
9, BI2ZIE. AEBVDHAZXLARNL =V AXN=ZDH A X, 7 ANOSHMEHTE 5
CPUDH., F/-I3REFRA M HFEOXNE Ethernet {1 > ¥ — 7 = - 20 L ETH, 1w D
NOBMYEZ. BN SIEL CIRETAILERND D T8, B TEETLILERFETT, Hil
ZIES AML =V AXR=ZDH A XNFTWDOTEEETEF TN, OSHBAA M- LEN
BIZANL =Y AXN=R& ) A XFTEI2F. TANOS 5N RNRIA T 2B/ -7+«
varvl, 74—V NTBERLERHNDIT, ZHIF. TANOSHTCIZFBETES AE
DDA XEIFELZDEFT, CNOOMBEIRVICEETAVLENDD F T,
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N=A7 7w N7+ =LIZIF. BEOREEA N VAV Y ANETARETT, EITHDONR
BAEANMIENDHETHENTAERY)DEFD, N=A 77w N 74— LDRETEEZERD X
T EABLDLE. —~HOKRERA MR TE R W0, XEYREOMBEICE BT 5 A4
b h F7,

TAMOSIZBIAREREA DN K727 ETRTIXN-AT Ty M7+ -AIlL>TT
Rab-hENTWE, LEDBST, Z3ab - b - N7 2 7OEMIDEBI N
58 N=RAT7 Ty N7+ - LADAFEHBERI NS, REKR A OERES N2 BIKES .
TAMOSOEMAU LT LZITT BELEOLE T2 L 20 L)ICTHIE. LORWL AT 5
—RVAREROLN D,

A EBD, X=ZX7Z7v b7+ =AFKRERAMND A Y VT = 7HERESZBTE2EH5EDT
b, EREEANIERDOA - Ay MYV -T2 - A&EBLZ71) v IIIBE T&.

BTN PIFEREL BT Ay NMIET S, &7 )y PORENIXN=-ZAT7Z7 v M7+ - ALK
STHlEsnz, 7ARNOSFENZFhA —H Ay NV Y -7 2 - ATRL BERTEA
FOmeEEnhH s, 2. =5 TIEDHCP 7247 Naf@HAL TIP 7 KL Z&#HEL .
t 99— CIEDHCPH - RN-ZfFHL /7747 MIHLTIP 7 RL A&EHT 5, Z
OHEE. B 72y MIEETZ22OODHCPH — N —A8ITALERHE, 7)) v A
MW7)y BIZE>TNAT SN, 7)) vy AILERTA2EA NS 71) v BDOKRA M
DAYy N T=7 T 74w 7lF. 7)VwYBOIP7 KL ZAEZIPAy ¥y -—D%kETIP7 NL
ALELTNATENE, V7 727y T =Y EREERAMIEATDHIZ. 215Dl

RIERETT20END D,

TNy DIEET AL TAL, Ay NI -7V Y -7 - AERET BB, RE~
SYDIIal - hENEA—FAy M- REEETELENHS, . AN OSIZ
. A =4 ay EERTEEOOBYL KT AL VAN LENTOBELEND B,

RERANMIBIEBEL 70y 7Y - ADRMIE, X-ZAT7F7v 74+ -AILESTA
MNLATY, 70y 794327 = AE AT LIBY AT LAY MIENLITHEIZ
RIGETZNCEEL ThET, 7ANOSHLDIEEDRENRSNDHEE. €82 A
TLATAY T IAIVTY - ALLBEDTHAHARMELH D 4, Windows > X7 AlL
W KERO 70y 7RI, 70y 7Y - ADRERFEELICSWTT,
Linux X—= 20> A7 AT7ay 7Y - ADRENREELEL 5413 KVM 70v 7D
(CUINEBEZ TS,
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BARME A A ML Ty VNC Viewer (f /-3 SPICE 75 4 7> ) Z{EHL TRER X
fDayy = WlEHETEHLHOICTCP R- M EINDYEToNET, 2Oy NT - 78
Beld. N=ZA7 7Y N7+ =—LD7 7 AR) > —IZLoTEEHINFET, B, 77
CAEFASINTVDEAY NT =TI DBATHOVELRHD X7,

TIT7EHA LY -T2 - RAEFHTAIZIE. 772 AL TLEE W,

http://ip address:8082/apps/

fadmin | ¢ WA 7AH 7> MNEF7 4L b8 27— K [adminl23 | TR T T,
BT 27 EEA Y -7 - A#BUTNNAT - NEEHTLI LN TEET,
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Upload CD Image

& upload CD Image for Instalition

System >> Host >> Upload CD Image

Select Image file to Upload Select the Image File to Delete

Browse... | Mo file selected. () WinXP_SP4.iso

@] Windows10_64.iso

() Windows7 Professionalx64SP1.iso
() debian-9.4.0-amd64-xfce-CO-1.iso
@] ubuntu-11.10-deskiop-i386.iso

() ubuntu-17.10.1-desktop-amd64.iso
() ubuntu-18.04.1-desktop-amde4.iso
() ued102.iso

() ued103.is0

() ued106.iso

() ued107.iso

() ued108.iso

() ued109.iso

() ueddiiso

() ved798.is0

() ved798w.iso

() ved799.is0

() ved799wv.iso

() ved800Oviso

() vedB05.iso

() ved807.iso

Upload

fHfx 18: CD/DVD A A —> D7 A OSO7 v 70— K

CD/DVD K54 776 OS & RAEAAMIA Y AN=ILTEEDIZ, OSO77 1L (ISO
ER) 2L, [System >> Host >> Upload CD Image | ¢7 v 7o — NJA30LHE
MWhDFEFT, ZBAA=DHARF N=AT 7Y N7+ —LDOMEAE) D5 82T
DA, 2I2THhWEE. [scp] FHIEFFDMDIFTETAA -V EHBET7 ALY
("/home/gemu/iso") (ZEET 2L ENH D 4, . [sshd] 23 [scpl #FHHT 2
BEIZEEL TWHWARELHD X4, 2L T, WANH (84T net] &I XUfFIFL T
D7) o7 72 AT 558, TCPR - N2208WTWALERHD 7,
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RERAMDA LRI A ERT S

) Add virtual Host

System >> Host >> Add/Delete Host

Add Host Select the Host to Delete

Hast ID () duda  (VNC 5905, SPICE 5805)

Disk Space GB [ | Emulate NVMe Q ped (VNC 5502}
() ubuntu (WNC 5903)

Memoaory Allocated MB .

() winld  (VNC 5901, SPICE 5801)

Bridge Number(s) to () winXPa (VNG 5907, SPICE 5804)

Join (012345678910 11)
Ethernet Model | Intel @1000-82540em & | Delete
Sound Device | Intel ACS7 Audio = |

|| USE Tahblet {especially for Windows)

VNC Port for Console (5900 as basis; 5 for 5905, 6 for
5906)

SPICE Port for Cansole
{for example, 5801 or 5802)

Add

fife 19 RBRA MDA Y AY V AEERT 2O DMEHAF v 72 3 v b

WRERARNDA VAV AEAERT HIZE TA AT AN, A, 7)) vy (7))
CEBMTE) A - AV MUY -T2 - AFT N, BLIOVNCEHHDOKR - b LT
iz, [HostID] #f5E T A0E S 3, HostIDIF, X=Z27 5 v N7+ -ALLET
WREARANEENTA7DICHERHIN. RANRELIETANOS THEHIN2EHTF LT
B%hH D 8 A,

“USB Tablet”"o»F = v 7K v 7 Zlx. VNC LD RA NG TOT 7 AKRA > ¥ DIEHA
ORI ERINEFT, AN OSAWindows > 27 L4045 ZDOF v 7Ry 7
A&7y 7T HLENHNFET, 774/ NTlE PS2F KR - RN 2nEtan
ER
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—#D SPICE 7 24 7> M. [ AMNOSI mhonFEs 7547 b 0S| (SPICE
7747 NEEITLTWB0S) (LRI TExFT, [TANOS] hooBEFAFLWLE
K\EIF BYNA - T AT T A REEBRTIZLELHD T, HdLAXL -T2 7
27/ (WindowsXP b ko724 8 d) Tlx. AC97 » RealTek 813944+ —F 14 & L
THRHTEEd, Ll fiLLwAXL -7 4> 7> 27 A (Windows 7 > Windows 10
DEotD) Tl AC97 IFEHT& A, Intel HD A -7 ¢ 4 L ICH9 v 7' v

NeERTAZLERHD FT, T THITRTOAREMAMET L LI TET, TXTD
fRRRAIRM T A LI TE&EERA, VA= NLTE0SOFII, B LHLZI2L - b
NlenN= R 277 T 20ENHD T,

—E TAdd] #71) vy 7L TETLALS, [HostID] R Rsh 9., BECHET S
DM E ZelFfiE. [ System >> Host >> Host Management | (Z#&) L T, RIEK X
MZICD/DVD A X =Y %AV A =L L TLES Y,
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Bridge Assignment

) Add Host Networking Interface and Place into Bridge

System >> Host >> Bridge Assignment

Add or Delete Network Interface

Host ID

Bridge Mumber

Ethernet Model | Intel e1000-82540em  +
Delete Add
Haost ID Eridge Mumber

duda 00:90:FE:QE:D3:10—=>1

00:90:FB:99:B6:69—=0
ped 00:90:FB:3D:14:0A—=>1

00:90:FB:15:8E:5B--->2
ubuntu 00:90:FB.53:C6:0A—=0
win10 00:90:FBE.9D:98:EA—=0
winXPa

00:90:FB:29:70:87—=1

i 20: REARAZAMNO70 -7 MNEIDHTEA -2y NI AT

ZOEBN -2 Tl Ethernet > 9 -7 2 -2 (20 MAC 7 FL AT) &, BENTT
SEN7 )y CESEY)AMERTLET, RECEZETLILENHLYEE. THost ID |
£ [Bridge Number | # F5iC 9 1 7L, [Delete] Ry > a3 T3, £L T,

[Host ID | . [Bridge Number] ¢ Ethernet 7 /)4 A 7L T TAdd| R¥ 4
TS0y,
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AENEITLY POREEZEET S

@ Change the Setting of Memory and Tablet

System >> Host >> Memory and Tablet

Reset the Size of Memory and Tablet
Host 1D
Memory Size(MB)

() USB Tablet () USB Mouse
|| USB Keyboard

Submit
Host ID Setting
duda 2048 MB
ped 2048 MB
ubuntu 2048 MB
win10 2048 MB usb-tablet
winxPa 2048 MB usb-tablet

Wi 21: A2 ) H A XEEL USBYy 7L v b OBFEWELD VM

LLAENVDH A REEBTHLERHELEIZ. 22Ty hT&Fd., GuestOS &
Client OS »fEI ¢ VNC v 2 -7 @EHT 2. [7ANOS] &£ [ 7547 ) OS]
DEITY T ARA Y Y DOEHOMEN R D> -548. USBy 7Ly NaEHTEFT,
Wt iz, PS2 v o2+ -R-K&7 74/ MTCHRHELTHET, [7ABMOS] BT h
S5 Hh—-bFLTWEHEIZ. MO DEERTEZLEIHD EFHA, KLEL. —EDF N
L—F7 4> 73 A7 A (J2& 7213, Mac OS X “Mojave”) |3 PS v 2+ -—Fh - B L
OUSB Y7Ly bhatR-bMLTWEWEELRHD T, ZOHEIF. USB v 2L+
— - N&EIR L. SPICE 75 1 7> N (virt-viewer £ remote-viewer & L 5 7% &t D)
EERHTZ EaBEIDOL T,
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CPU and Chipset

@ Change the Setting of CPU and Chipset
System >> Host >> CPU and Chipset

Change the Number of CPU(s) and Chipset

Host ID

Processor Emulated | )

Add CPU Fagl sgeiort Doz Clomz snep Cbeit e Oimovte Crvso.
Mumber of CPU{s)

Sound Device | Intel ACO7 Audio *

[ Emulate Intel ICHS Chipset (Otherwisa PIX)

Submit
Host ID Setting

duda Penryn kvm=on, +s584.2 +aes +Xsave +avx, +isaveopt, +xsavec, fxgeth
4 CPU(s) ICHS9 HDA

ped 1 CPU(s) PIIX HDA

ubuntu host 2 CPU(s) ICHS HDA

win10 1 CPU(s) ICHS HDA

winXPa 1 CPU(s) PIIX ACST

iz 22:.CPU L Fv 72y b O EH

774N NT Intel PIIX v 72y NOMRBAA MDA > A9 > Z&ERT 5BICHEHS 1
#9. Intel PIIX v 7'+ v |3 ¥(Z PCI-to-ISA, PCIIDE Bd#(. AC97 o L 5 %+ —
FAXTFTAARERE N EF, Intel ICHI v 7+ v | (3 E(Z SATA (Serial ATA) (Z
FHaNn 9, IDEN-KNNZ2A4 7212320 - 925403 PIX 2#FH L. SATA 0%
G ICHY ML £9. —HOEHWI AT ATIE SATA R/ 7 a4 K- ML TG
&, PIIX T 20ENHD £7,

W, Tl “Base OS” MEHL Cuwvad CPU 7)1 AL CPU 714 “Guest
OS" D32l - a>THEALET, L. —HDOAXL =T 4V TS AT LADBFED
CPU £7 1% CPU 77 VA EHTAHVLENHIGEIT. COBEENSERT LI ENTX
ESCN
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APML =T A AKE

@ Storage Device Setting

System >> Host >> Storage /O

Specify Extra Storage Device(s)

Host 1D

|| Use Program Flash {to Replace [ s |
BIOS)

m
<1
3
2
&
2
3
Al
w
w
=
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| Emulate Intel ICHS AHCI

[l Use Extra Hard Drive O e e e P e e |
] Use Extra Hard Drive 1 e e T e e e T e e e e |
I Allow USB2.0 Redirection from Client OS

| Allow USB3.0 Redirection from Client OS

Submit
Host ID Setting
— -hda /home/gemu/vdisks/duda.img
ped -hda 'fhomefgemuivdisks/ped.img

-hda ‘homefgemufvdisks/ubuntu.img

-device ich®-usb-ehci1,id=usb2

-device ichS-usb-
uhci1.masterbus=usb2.0.firstport=0.multifunction=on

-device ich8-usb-uhciZ, masterbus=usb2.0 firstport=2

ubuntu -device ich9-usb-uhci3,masterbus=usb2.0 firstport=4
-chardev spicevmec.name=usbredir.id=usbredirchardewv1
-device usb-redir,chardev=usbredirchardev,id=usbredirdew1
-chardev spicevmc,name=usbredir,id=usbredirchardev2
-device usb-redir.chardev=usbredirchardev2,id=usbredirdev2
-chardev spicevmc,name=usbredir,id=usbredirchardev3
-device usb-redir,chardev=usbredirchardev3,id=usbredirdewv3

iz 23: BIIA ML =273 ARGE

COHEMEIEERGICEEINEWEERHD T, Thix. AR <A1 X3 1] BIOS
BEDT7 7)) 7r=>a v HOBMAN =T NRA R0 - RT5oD [7a774L77
vial EEEMETEZEOICERSNET., ZNS5DE%IZ. [/home/gemu/extra | (ZfidE
TAHIET, ERYANIERRINET,

“N=Z20S”ZBE. 7ANOSIZHL TE—DT A AT DEAEAN L =T AELT
FHLEST, BLEMODARNL YT NAA RE70bya—v 7 LE0EEIX. Fh6lF
IDE N 24 M4 2542 “hdb” &+ “hdd” (-, ICH9 ACHI ( SATA ) # M4 25411
“WRIEKRA N BEOICEHEDT 4 ZA7DORNCARAID Rt 7 4 27 L HICRE SN $ 7,
TAARATA X =T “qeow2” IR TR T 20ENH D 9, o Linux > 27 AT
BRDT 4 A7 A A=V EEBRT D012, “gemu-img” vV - LA HRTEENTE Z
R
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USB) ¥ AL 7 Mz, [7ANOS] & [ 7247 h0S] o cithbt. SPICE 75 4
TN 75947 OS] TEFENTOHABICEELFT, NEFZ 77472 b
OS] cUSB) YA L 7 e EHHICHHATZZ LAHFT25DTIEHD FEA, 7 AD
OSJ fjTiz, ICHOUSB a2y ho—-7 - (EHCIB L(OUHCD (ZL->THRf#tash s
USB2.0 734 23213 NECFv 7 X v M Lo THRMEEIN 2 USB3.0 73 A 24 BH <
LZVENRHNEST, [7747 0S] HoUSB 734 22, USBY) 4L 7 hHIZ
(747> OS] ICL>THERTAZEIFTCEEHA, —EHDSPICE 7547 NT
2. USB YA L 7 NDEDIZEBNMDY 7 7273y T =DA VAN = LERDSNF
94 (2L 212, [remote-viewer ] (3 Windows 8 CUSB ) ¥ A L 7 b # eS¢ 5 /-
HIZ [usbDK| #14>V ZA M= LT EHLERHD FT) .

KA NEHEHENS A A Y LABIOS (7213 UEFD) 4 X - aRHLHBAE. 7 - M7
SAaVEBETSI LG, TOEFLEMTE LT,
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Host Management

) start or Power down the Hosts

System >> Host >> Host Management

Host Management

Stop Start
|_| Boot via UEFI
|| Boot from CD/DVD
Select CD/DVD File tistsistetnisisinsisitsiniisinsissisitsissisins ;
(test0n Stopped
(test02 Stopped
(ued Stopped
(ved Stopped
(Ived? Stopped
(wed Running
(wed?2 Running
(Iwin10 Stopped
(winxp Stopped

e 24: RE<> > DOKRA NEH

MO TREAA b eE s 5546, OSEREKAMNIA > A b= 1T 3%/ CD/DVD
A A= TIVLENRHD £9, “Boot from CD/DVD” o F v 7Ry 7 2% 7 1)
v 7 L. CD/DVD 7 7 A W2 38R L, WIET2REEA N &ERL £, 2Dk,

[Start] Ry > 2L £9, REKRANPIEHEICESHIN/EE. [Running | 23559
% [HostID] oBfiCR RN F T, HEICL->TIE. CD/DVD A X — CHSEEITEAE T IL
L OSAYAN-NWEDY 7T 27y 7 =00 - REINTWHEIERDHD T,
ZD L %gE, CDIDVD A X — v @R 582, [Boot from CD/DVD | % #EIR9 2%
DBEEIHD LA,
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VNCVta2—71l3. A>AM=— 7O AHZaALY = NWIT7 7 ATEEDICHEHRTEXF
T, ZHIETANOSHA VAN - LVFIBEE LA LIZKTFL £9, CD/DVD 2607 —
NLEENSET Lot IRAERAMAEIEL CTHERLZESL CEELWIHA, VNCLa -7
(¥721zSPICEV7 547> 8) OX=ZA7 v 74+ —-LDIP7 KL Z2(x)& TCP K - |
EHERAL TRE> >0y =Ll 7 782 ALFT, REKAMDIP 7 KL ATlx7% <.
<9,

DFotE#RIZ, Azblink v 270602 71) =233y hT9, “VNC La—7" &ff
H L T, Windows {Rf8HK A hda >/ — )| 377%7\@“57?‘(£7%mbfb3i@“0

File Edit View Terminal Go Help File Edit View Terminal Go Help
Using default colormap which is TrueColor. Pixel format:

32 bits per pixel.

Least significant byte first in each pixel

True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0
Using shared memory PutImage
ShmCleanup called
bash-3.2$ vncviewer 192.168.11.202:5907

+ ConnectToTcpAddr: Connection refused

Unable to connect to VNC server
bash-3. Z$ vncviewer 192.168.11.202:5907

4 Windows REE

[3) Terminal
File Edit View Terminal Go Help
Border width: 0
Class: InputOutput
Colormap: 0x20 (installed)
Bit Gravity State: NorthWestGravity
Window Gravity State: NorthWestGravity
Backing Store State: NotUseful
Save Under State: no
Map State: IsViewable
Override Redirect State: no
Corners: +5+69 -891+69 -891-243 +5-243
-geometry 1024x768+0+49

bash-3.2$ 1s

01-uploaCDImage.png 04-resizeDisk.png 07-hostMgmt. png
02-addHost . png 05-MemoryAndTablet . png
03-bridgeAssignment.png 06-cpuAndChipset.png

bash-3.2¢ import -window 0x2a00012 10-vnc.jpg

bash-3.2$ 1s

04-resizeDisk.png 07-hostMgmt. png
05-MemoryAndTablet.png 10-vnc.jpg
03-bridgeAssignment.png 06-cpuAndChipset.png
bash-3.2¢ ristretto 10-vnc.jpg
bash-3.2$ man import
-window root

A7 AN 25: VNC # R T5ODBMEAF v 7> 3w b
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“UEFI" Ty A7 L4 B8 T 508 H 5 8¢, 47 [Boot via UEFL] o F x v 7Ky 7
26 AL EE L, UEFl 77 - A% 271364 Ly b3 27 AR THOTy SHET 2 A
747 ko UEFIR{TAHE 7 7 AL 6 64 Ly b3 F ) THEBESD D £ 7.

SPICE 754 7> hafERL CTRESS > DAY = LI T 72 ATAHI L EARET T,
SPICE 754 7> NI VNC 7547 MEFEARALA=-RIZIZEELEFEAN, A -—T 144 %
T7A7 Y M ARNIEEBTEIENTEEFT, EFEDODXR-RAT7 T N7+ -LDIP7 L
2% SPICE 27213 VNC 7 54 7> "6 fEHL TIREKANMIT7Z 72 ATE 9, RIEKR
Z ¥ Microsoft Windows To — N&a T a54. Microsoft @ Remote Desktop
Service # 4 A2 LEMNH ) F 4, Microsoft » Remote Desktop #{FHH 4 41213, K
BMAANDIP 7 NL A& BEEERT A LERHD X4,
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N=ZAT7 7w N7+ =L LHBAEEHEOERZT T4+>7) v2HA] TT,

CHA] Lo HE

5 35 57 5T

[ A7) v
BlE. N=ZAT7 7y N7+ - LDOYWEAIGA - Ay NI -T2 - R

TRAELS 7Ny T A ADEFRRIWE ST =8B fTohd 2 LaeBwRl £79, N
— A7 Ty N7 F = LOYENGA - Ay MY =T 2RI TNV TRT Ty N
T = LHNDI Y NT = T e T S DIlDABHIN LT,

INFTOETIE. IRWEKRA D Ethernet {1 > ¥ =7 £ - AS)NT&ELZ L. 6D
Ethernet /> ¥ — 7 = - ZS)EHR TCEAWME T ) v HERET LI LEITTL -

ethﬁﬁ

bra

brz

)

vittual bridge

0

bri

virtual bridge

virtual bridge

virtual bridge

’_%W

i

virtual host

eth3 i

ethz

.{_

¢ ethl

Wi 26: (R 7 ) v PEBEORN-ZAT Ty b7 — A
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J

Fthernet Switch

/Mith IP address of bro

physical host

IP adress of br3¢ IP address of brz ¢ IP address of brl

Fthernet Switch thernet Switch Ethernet Switch

\ ]

Wi 27:MEE L A —F oy N ALy F R LS E T

ER2DODA T AME X=RAT Ty 74— LADRET ) v el KR B TiEEB
HESDIZEREINTHET, RET) v2id. X=ZA7Z7v N7+ - LADINIH SV
A=Ay NAA Yy FERLIN, N=AT7 Ty b7+ -L1F RET) v DICRE S
NP7 NLZAEFEDBBMDOA -2y MM ¥ =72 - ReWHEN LA —H v bR
Ay FICEREL £9.
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T7AINNT BBT Iy N7+ - LFUTOBRTHRESNTWLET, [brO| oERIC
i b4y N7 =71 [net] . [br2] o ICHEGET S5+ 7 —-71F [dmz] | £
LT lbrl] . [br3] . [brd| ~ [brl0] . [brll] (2T 51y b7 =713 [loc]
ETNUTIFENTWWET,

tho
© ﬁ net

vigtUalbridge
L

0
fw

physical host
br3 brz brl

wirbwal bridge wr‘tl ahilori ngJ virtu%l bridge I

’_4¢ . dsz P;E
|
v

loc

loc

+ ethl

eth3 ¢ athz

fife 28: KT 5 v b7+ - AIIBITBE Y —vonEl
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ZL T RERANEERL. Z2O0WT LD, —H Ay bV Y -T2 - A&RBT) v
VIRETLE, FOA - Ay MY =Tz -RF. FOA LY =T - ANET DL
- ZBEEMHTF N - IZE o THIE SN T, LEE> Ty 20/ =V DETR & BIF
DRI DO NWTHFEL TR EBXRVETT,

“loc” ¥ 7o i3"dmz" S ENc Ry N7 =7 T 7 4w 71E, "net" WD KA DT 7
AR SN ET,

etho T o

w il bnichge

bro
fw

physical host
br3 brz

L

loc

l ethil

loc %

eth3 \ 4

iz 29: Hj#i2s [met] o 57 (v 7

[loc] 713 [dmz| 726 [net] ~Oxy N7 =7 F727 4 v 71, TDIP Ny ¥ -
EETIP 7 ML 2% [br0] TEEshIP7 RL RAICE &AL ETNAT (v b7
- 77 NLAZEH) MWEMThbh, G Ty N7 =7 7274w 713, E&Hz260 /1P
Z7RLAEEGBITAR - MIEDWTIR =7 Ty N7+ —LAD6RIETEARA R [loc] F7-
X [dmz | NEEL £,
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met| V' —> 6D N7 74w 71F. 7740 8TlE loc] #4102 Tdmz | A7 7 & X
MEEINTHET,
ethDT| l oo

f'

vipflal dnichges ! .

bro
fw

physical host
br3 brz rl

winbzl d;il |_virt|:r-.| rid J virtp]al bridEJEI

1
TUL

virtud| host loc

N

eth3

A7 AN 30: "net” 5% 4E LI NT7 74wy 7t “loc” F 1212 “dmz” ~D7 7 &
ANEEINTWLE T,

HE, COREEFFIIL-LEEBNTEZ2IETEETCEXET, “net”/ -k X bid“loc”
V=2 Frtdmz” - DR ANIT VR ATE I A, BE. A2V -3y MIERT
A“net”/ — > #“WAN” (wide-area network) » 5 ~N/L{HF L ¥4, “net”/ —> Dk
A N dmz”/ = F i3 loc” =V DR A NMIEET B, K- 7 +7 -7+
YTEWIBINN - VDETS, K- T7 4T =T a7 BT Ty T - AZE
BELIAY NI =7 NI 7 4w 7&BIRL T, “dmz” F /(3 loc”/ — > DR A MIEEET
HEETY, HEE, “dmz”z"net"/p oA ME L, “loc”Zo - ANIIT VX ATES
RAMNDEOIZHERAIN T,
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A NT =07 T 74w oS = loc" s RIESNIGE. /- loc” L “dmz” D K A
NADT 72 ANFFRI SN F T,

tho
© T net

virtusd h*idgu !

bro
fw

physical host
br3 brz bri

winiglzl brid;il i
dmz T Puirtual host

A wAE

=t L‘r‘dgeJ virtua

e 31: 2@ (12 [loc) v/ — > s RBAEL -,

[loc] KR AN, FEDY - DRANIT 7 ATEFET, “loc” s/ —> “net”
DAy N T =7 8T 74w 7F NAT O FTEIfEL 975, “loc” 706 “dmz” %o XD
“loc” 7 32w hAD N7 4w 7 Tlz NAT #ifElZzi7hbh A, “BX3IPH 7%y K
EEC" Ay NI =0 T 74w 7lE. N=AT7 T v b7+ —ALET “routing” #1795 L HE
WHDFET, AV RNT =TTy NDBIXR=ZAT Ty N7+ =LDNWTNNDT7 ) v IZ5E
T5E. TOEREEIXR=-AT Iy N7+ =LA L>THEMINZWUWEINET, LrL, fBD
H7 ARy NEDAY KT =TTy NeikGBTDRANDEBE. €DOF 71y NADT 7 +
WENT =N T2 A%KET D F3a-— AL 742y N EOX=ZAT7 v N7+ —=L4LD
IP7RLRET 74V N7 = b A L THERTAILERHD T,
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“‘Admz”/ = > 6D T 7 4w 713" oC" DR A MANDT 7w ARSI N TN ET,

tho
© T net

bra

brz

wirt Ui nihopes !

bro
fw

B il R

winbwz| brid;il

izl L‘ridgeJ
dmz T

Y

virtual host

loc
eth3

!

loc
£ l ethl

physical host

Witz 32: “dmz” >/ — > )p 6D N F 7 4w 7id e — > NDT 72 AN S R

Twxd,

“Amz” DR A MZIOC" DR A NANDT 72 ANZEIEINTWHWE TR, ‘Net’" DR A MDD T
7 AIARETT, CoMEE, A7 4 2A40NA7 A MNHOWIiAP 22/ — VI &
TEHED AV =2y "D DERANET 220D HRANMIHINIZHR - 75T =T 4

VN =L EBINT B LRI

T
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UTDEHRBEADIL = ILEDLTDOLIICEEDFET,

loc — net (OK)

loc = dmz (OK)

loc — loc (OK)

dmz — net (OK)

dmz — loc ( Forbidden )
net — loc (Forbidden)
net — dmz (Forbidden)

N=RA7 7y N7+ - LBE RERAMEHREDIE, V= "W ELTIRUAFITS R
EQ N )/ Fa'@ﬁﬁT%ﬁtﬁ%m&@/b~/biLj\T®%Dfﬁ“

fw — net (OK)

fw — loc (OK)

fw — dmz (OK)

net — fw (Forbidden)
loc — fw (OK)

dmz — fw (Forbidden)

ITNHDEFREADN —IE, V2 T7EHA VY -7 - AIRKTREINELA, 12L2L. Bl
Sov—aBmLzD, V=AY R-—A Ve EELLDTEZIENTEES, oY
—> [road] 7#H 0. £HIZ VPN MO X =277y b7+ - ATHEHIWEZHNHA > Y
-7z - ACEEMITONTHET, €OHEEIF, RO 7> a3 THREICDWLWTERL
mTHMISNEd.
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Port Forwarding

E—-N747 -7 1> 713 NAT (Network Address Translation) (Zft->TCx ¥4, #A
2 RLARNIERN - L2, V=" "dmz” ¥ - (3“loc”)h 5/ = > “net"~D s Z 7 1 v 7%,
v =>"dmz” F 7213 loc” DIt D R A MDIP 7 R L ZEH L WLWTCP F 72132 UDP R - | & f&#
HLT. V-—2"dmz” $ }-i3"“loc” v/ =" net" ~d N5 7 4w 712, /' —>"dmz” F 1=
2“loc” DD R ANDIP 7 KL ZEHLWTCP 7213 UDP K- NARHL TE&HBZS
N BEN 274y 73. 2OV -RAIP7RNLAER - MNEHEEL THEAL, BB v
N7 4 —AIFISEE TR A MIdmz” $ i3 loc” S Ec L F 4,

Jor2Us net] V=Y hoREL 27Ty b7 —LNEELILN T 74y 713, £Lxk

577y N74 - LADVREDT - THICT 5 TCP/UDP A - b 2L THES5T. H5
WEZDEDNT T4y 7 =T ENL-NaFE>TBH, OERAMIEmEL L WRD .

BRI Naoy7anEd, [R-b7xT7 -T2 71 L3 BEBGD7 Ty b7+ - A%
Dy BE#ETEZR-MNe—HTBINT Ty T & /= dmz" F i "loc”IZH B D K X

MZHEETAHTCP £ /(2 UDP K- N2 WV T2 702X TCT.

R — MEEEL — (X, [Border >> Connection >> Port Forwarding| CTisETX 7.

@ Port Forwarding Setting || Stop Border Engine Set
Border >> Connection >> Port Forwarding

Port Forwarding Remove
(=) Target IP Address to forward Hitps or Http Traffic: Servers Behind the Border:

[loc e Mone in the list -—--------
() Others
Part Number: Protocol : | TCP % |

Forwarding Target |P Address :

| loc =

Submit

Remove
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e 33: K- MEEED A7) =2 > 3 v b
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DTFOMIEBITYT, N=ZX7Zv 74+ -AFIP7 KL 2%192.168.11.202" ¢ "“br0” 4 i
AL, V-2"dmz"IZH B KA M IP 7 ML 2"172.16.11.119" C¢"brO”" 2 EH L. TD
564:4192.168.11.202" "~ TCP R - N80 (http k727 1 v 7)) ODNF7 4w 7 EZEL
EQE

traffic destined to 192.168.11.202 port 80
eth

HM
I

net

fw

physical host

br3 brz bri
|, bri

I 1
winbuzl brid:il |_uirtua dg virtual bridge I
: ; 4 virtual haost loc

dm

o))

eth3 i /lethz ¢ ethl
Ethernet switch

iI host with IP address 172.16.11.119
—r}—

i 34d: K- b7 47 =7 14> 7TDH
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http BL U https 57 1 v 7 & 53k
UFDA7Y) —>> 3y MIRd IP

THIN=—I & A1 95 20

"dmz” 2 ER L.

7 KL A "172.16.119” ’i/)\jjbf &y,

@ Port Forwarding Setting
Border >> Connection >> Port Forwarding

Port Forwarding

| dmz % | 172.16.11.119

() Others

Port Number: Protocol :

Forwarding Target IP Address :

| loc % |

ffiz 35

zL T
o7

(=) Target IP Address to forward Https or Hitp Traffic:

| TCP

[Submit | Ry > a4 L. BN
74w Tdmz] V-2 o 172.16.11.119(2 7+ 7 - Rahz e ETIN T T,

|| Stop Border Engine

Remove
Servers Behind the Border:

Set

Submit

HTTP X — N 74+ — 7 1> 7D

ZTCPKR- 80 LA - 443

47
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) Port Forwarding Setting (| Stop Border Engine Set

Border >> Connection >> Port Forwarding

Port Forwarding Remove
(+) Target IP Address to forward Https or Htp Traffic: Servers Behind the Border:
[loc 2] --»dmz:172.16.11.119%:tcp:80
- --=dmz:172.16.11.119:tcp:443
() Others

Port Number: Protocol : | TCP % |
Forwarding Target IP Address :

| loc =% |

Submit

Remove

42 A 36: HTTP K — NEDOREBED A7) —> > 3 v b

W=V EEGMITHICE. R - A FEEL, BEESTILERHD T, Fh
I, by 7DFzwv 7Ry 7 REeFzy 7L, [Set] Ry afMLig, Fzv 7Ry 7
AERBREL. [Set] Ry #HERTILTITAET, EDONL-NEFEEITHOHETE.
K=y - oY OFEHNVLETT,
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@ Port Forwarding Setting || Stop Border Engine Set

Border >> Connection >> Port Forwarding

Port Forwarding Remove
() Target IP Address to forward Htps or Hitp Traffic: Servers Behind the Border:
[oc | -==dmz:172.16.11.11%:tcp: 80

-->dmz:172.16.11.11%:tcp:443
(=) Others

Port Number: |25 Protocol : | TCP % |
Forwarding Target IP Address :

| dmz +| 172.16.11.119

Submit

Remove

e 37: SMTP o K — | ¥ 1% D

EEIC, TCP K- 253 SMTP CfEHaNF9, SMIPDO NZ7 1 v 7 %
[172.16.11.119 ] %6(C#5% 9 51212, Eido L O AL, Submit] Ry 43 T
CRan, GlloFRRAR Y 7 2121, TCP KR - h 25 (ZBEEFIF 6N T 7 4 v 75
fdmz | V' —> kA [172.16.11.119] WIlEEESIN D ENRRINTE T, K- Mg
EEFHT2HEG BESNT N T 74y VEZETEIRANDT 74 N7 = N7 A3,
N=AT7 T NT7A=LDAY Y =72 (ZOHEIL Tbrl] oIP 7 KL 2) ICHRET
LZENRHNET, FOL kb BEAATY MBEEHEIZRERD FHA.
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) Port Forwarding Setting [ Stop Border Engine Set

Border >> Connection >> Port Forwarding

Port Forwarding Remove

(=) Target IP Address to forward Hitps or Hitp Traffic: Servers Behind the Border:
[Toc : ——=dmz:172.16.11.11%:tcp: B0
— -==dmz:172.16.11.11%:tcped43

[ | Others --=dmz:172.16.11.11%:tcp:25
Port Number: Pratocol : | TCP = |

Forwarding Target IP Address :
| loc %]

Submit

Remove

AZ7A 38:SMIP K- 747 -7 4> 7«BMLLEDOHEEAS Y73y b

KR TR 747 =T 7113 EB77v b7+ -ALLET[DNAT] L) 77>
IVERWTEEREINTWLES, [DNAT] L3 #ELLAATy b5 IP 7 FL XA &%
Bl HLWALRIP 7 L AIZEDHWT ATy haelRETH7 7> 3> Td, LEBN-T,

ZZTI—)LEaENMT 3L, [Border >> Rule >> List / Remove Rule | (2444

L= ILINREOMND 7,

—REC, /= “dmz” @k Z M2 “Port forwarding” # T A I L AHERL 4,
—> "loc” kA b~ “Port forwarding” (3. {1297 — % v M6 DANANDT — AL
IN)T7 3y FT7 = 7N BRERRE L DAl nh D x4, £hI2MmA T, Port
Forwarding 776 % =7 v N RA MDY =2 MED RN T 7 4y 7L =713y 7 EKESI N S
ZEEHD xT,
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Bl ziE. /= [loc] WOKAMIKR-bMNT7AT =T 4> 7%iTH L, /= [net] o
TNy 7IP7RLA (R=ZA7Fy N 74+—=4D [brO] o IP 7 KL 2) #@EHL T3

2-HF—-lF. FORANMIT 7 AT&ET, Ll V=2 Tloc] NOoa2-HF -8, Z0D
N7 1)y 7IP7 KL ABERL TFDORANIT 7R ALIEEWEELHD TT., ZDOEE.

(V=T 7] DB ETT, N=RAT7 7Y N7+ =ALTIE L=y 7| 3RHIEEINT
WEEA, ZOEEBICZHKNHZEEIZ. [ved] B NEaTE S L,
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&

2 ot 18 B

Ay b7 =7 OMBEDOBKIINE BT 7 7 4 BT 4 DWRNRILH £9. Thd.
[Border >> Connection >> Connection Tracking | ¢ [Display| K¢ > % 7 1) v 7
TAHIETITZ7,

&9 Connection Tracking

Border >> Connection >> Connection Tracking

Display

Protacol Origin Reply

fife 39: B OBEE X F v 7> 3 v b
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@ Connection Tracking

Border >> Connection >> Connection Tracking

Display
Protocol Origin Reply
_ N $7c=192.168.11.202 05t=192.168.11.197
tep 6 26 TIME_WAIT S’C‘r:_g:{;gg'y 'ff&??gz 168.11.202 sport=8082 dport=51889 [ASSURED] mark=0
dEnie 1= secche=null use=1
tcp 6 431999 src=192.168.11.197 dst=192.168.11.202 &ro=182.168.11.202 dst=192.168.11.187
 TARUBHED aporte51863 doortsA062 sport=8062 dport=51893 [ASSURED] mark=0

secctx=null use=1

src=192.168.11.202 dst=192.168.11.197
5port=8082 dport=51892 [ASSURED] mark=0
seccbe=null use=1

src=192.168.11.202 dst=192.168.11.197

tep 6 25 TIME_WAIT :’ijsziégg'y .1gzac:]s£1gz. 168.11.202 sport=80B2 dport=51890 [ASSURED] mark=0
= R seccx=null use=1

src=192.168.11.197 dst=192.168.11.202

[cp 695 TIME WAIT 1 r=51892 dport=8082

|

40: it AT — 9 ADFEK

N
-

bl HEIRED -V FNLIaAra—-9Hh EEIILOEReFIHAE TNV AL
AR L Thdn, 7Y -7V 772 ERL Th5a[lnb 5, €D
WRARLFRREZRET S0, UTOF0R2D 22 TS,

53



Actions after Receiving Network Packets

Py T =TTy NeZBE LB NX=AT7 7y N7+ —L41F. ZD/N7y MIXHL TLA
ToWwTFnroItaTTH) 2T 9., ACCEPT, DROP, REJECT, DNAT, B L U*
REDIRECT, IP 57 4w 7 A¥EIET HEIL —LDEMIZ. N7 v B EI 6K mn
(Source) . N\ v hAE I ANAIN DN XA (Destination) . 7o h 2,08 TCP 2 UDP
ThHs,» BRIR-F V=AKR-F BIUTTOBEIP 7 NLAEEAFZT, TNHDE
PIZEDNWT XR=AT7 Ty N 74 -LAHIEEFETLET, 22TRHRINSDORIEE K E
M L. ZOERHEIIXROX 7> a > TranFd,

[ACCEPT] 77> a>iz. Av N7 =7 87274 v 7RI XTOBEM%EE L —VIZ—EL 12
BEIN T 74y 7 EZITANDZETT, ez, TCPER- 2309 XTo [telnet
PRl (/' —> [netl "oX=Z27Z7v 7+ -4 TTW] AND) 22T AND DI,

[ACCEPT] 77> a v #FRL THEETAHIENTEET,

»/ — Z:net
Destination: fw

7o ka): TCP
Destination Port: 23

“DROP" L soH 7 7> avid. BESNIBYEORE T v NEFHEIZEGAT L LTI,
“DROP” L “REJECT”™j& (. “REJECT”73, BN AH TE L WIHEAIIEEE LA vL
—VERETDHIETT, Ty V-YRBOTVERINILV-LAVNT 7+ )V NTEEL &
4. Ln->T. “DROP”L“REJECT"# L L % WRDIBETHLEIIHD FH A,

Bl zix. vV => "“loc” e/ => 'net ANDNFT T 4w TIlE. T7 4N DNTHATSN TN E
T, L. V=2 "loc” e =2 ‘mnet’ A http 7 7 ZAATARTT Oy 7 L 0WEES.
“DROP” #48ET A LN TX X7,

v/ — Z:loc
Destination: net
7o ha): TCP
Destination Port: 80
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“REDIRECT" L 19 7 7> 33, R=AT7T7v b7+ - LNDEETDNT T 4 v 7%,
N=AT7T7Yv b7+ =LDHDOR-PMZ)FAL 7 MNLET, BEXT7 7V T -—>3> 7T -
EVEHBAEFICINEETLETS 7 -FEVDLNELDR- PSS LHIZL
oG EIER T, Bl2E, [telnet %25l | (L@% [TCP A - b 23] #HHL £,
ferzly TTCP AR— 1 28] ¢ [telnet 7 -2 | AMUETE 2 LI LWBAETT,
ZokouGéa. TREDIRECT) 2T £,

ZL Ty AR L9, 772 3> [DNAT] E [TR- 747 =747 1 2170,
FE N7y bosikIP 7 FL A% [net] V-6 [dmz]| V- /it [loc] /-

DRAMIEESTLZETT, CORANIVHEHLY T 474 THEZRLEILHL PT 74

v 7 e METZH5RERANTEROLEILA,
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)L — L & 3B

[Border >> Rule >> Add Rule | #3@ L CHI# /)L — L A#ENTE 7,

) AddRule
Border >> Rule >> Add Rule
Action : | ACCEPT 3
Source: | fw (firewall) +| Protocol: [tep &

() Specify Destination Port :
!Z)estlnauonl fw (Firewall) ol Source Port :

§ Original Destination IP :

) Specify o

Rate Limit:
Average Burst Interval | sec + |

Add

A2 AN 41: B@m A+ v 73> 3v b for Adding Rule

W= LEBMT 2. RAN RERANTHHTEHE WEHIZY T4 T 4 5FDKRANT
L) MEZIIHESN TV A aMREL TLEa0, IREKANDEEIZ. 2071 vl
BT A2y N7 =AY =T 12— A&aFHE->TWAI LA WRTHIVLENRHD T3, WHE
IV TATALEFEDRANDEEIE. BUNIERSIN TV ENEMHRL TS, V=V
“Amz” (IR E SN TWARANDEE, XN=ZA7 7y s 74+ =465 DHCP CIP 7 N L %
ERBTAHIEIITEIFHA. ZHIE. V=V "W ADT 7 A5 T Oy 7T AT EFEIL
- DHBIEHTT, /= DMZ"ICHESN TWEHRANIIE. FETIP 7 NL A&
ETDHVLENRHD FT,
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¢y AddRule
Border >> Rule >> Add Rule

Action: | ACCEPT ¢ |
Source: | met(brd) .| Protocol: [ tep +]
(") Specify Destination Port :

Destination Source Port :
. ¥ fw (firewall)

loc (brl br3 brd br5 bré br7 br8 br9 brl0 brll ) Original Destination IP :

net{oed ) Rate Limit:

dmz (br2 )

Average Burst Interval | sec + |

Add

e 42 )L — VICBEHETE Y - A LWk

HHEMNEUOERINTNL—ILIFETINEITEAD, BIFL - L EEBMTAERICIE. 20512
FEEL CTHBARERH D 9, “loc” s “dmz” NoRG 47 T5)L — L &aBINT 52
CIFEEWRTYT, 846 N=AT7 7Y N 74 -LARTTIZZDIL—IILET 74V N TiF
AL TWaA26Td, Ll "dmz" s “loc” Nkt 43 56500 — L &#BINT 5
CEIFEETY, L6, Bl 7T 74 N TC7 0y 73N T0WbA16TT,

FIREIC. BT 74 P T7 oy 73NTwhdlkd, /=2"net"”ns0/ - "ftw’ Ao
BIshEBINT 52 @Y T, Bl 2L,

v/ — Z:net

Destination: fw

7o L tep
Destination Port: 23

‘Add" Ry AL TSRS, V- VIZERHEE T > OMESHRICAENIED £ 7,
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[telnet ##: | (TCP K-k 23) % [net] vV —>rns Mfwl V= (ZHFRIL £7,

PUTox 7> 3arTlrd. ZRODDOOIZREHEL £7.

Allowing Exceptions for TCP Connections from dmz to loc

“dmz”» 5 “loc”" NDER I Z 7T 74NV N T 7oy 73 TwWEY, Lol “dmz”/h5 1P 7
KL Z29172.16.9.127%23FH HODOHK A MDD TCP A Fn A /)L — LaBMLEWwWERWWT

j_.o “10C"0
tho
© T net

/\ virtla! bridge

bro

'S

physical host
br3 brz bri

*

wirtwa| bridnil tir‘ual.hridgeJ vi\{ual bridge

¢ 172.1.9.12
i virtual host loc

;

g

Ethernet switch _

i

¥ ethl

eth3

host with IP address 172.16.11.201

iz 43: [dmz| /' —> e [loc] >/ — > ~\DFIF L — )L #B N
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UTDOR7Y) =2 gy Ty V= "“loc” IZTBWTHAMNOEEDIP 7 N L &
“172.16.9.12” #45F L T2 & Uy,

) AddRule
Border >> Rule >> Add Rule

Action : | ACCEPT =

Source: | dmz (br2 } +| Protocol: [ tep ¢
() Specify Destination Port :

!:Jesunatlan [ fw firewall + Source Port :

— § Criginal Destination |P :
(=) Specify loc:172.16.9.12 o
Rate Limit:

Average Burst Interval | sec 3 |

Add

{4 Z A~ 44: “dmz”)» & “loc”D K A N AND A7) =23 3y b

[Specify | OMRICHED R A NEIEET 2I2E DTOBRXEEHT2LELHD 4,

“zone:IP ADDRESS”
or
“zone:SUBNET”

For example, ffl;r & L T

“loc:172.16.9.12”
or
“loc: 172.16.12.0/24”
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FAdd ] R 444 &, BE 9 5/ — /L3 [Border >> Rule >> List / Remove
Rule | TH£RTx 7,

Border >> Rule >> List /| Remowve Rule

Current Rules

Action Source Destination Protocol e Source Port C!_rigl'r.‘lal Rate Limit Remove
Port Destination IP
[PSECTION NEW |
ACCEPT fw net udp 53 |
ACCEPT loc fw tep 22 |
ACCEPT fw loc udp 137:138 i
ACCEPT fiw loc tcp 137,138 |
ACCEPT fiw loc udp 1024: 137 i
ACCEPT loc fiw udp 137:138 i
ACCEPT loc fiw tcp 137,138 |
ACCEPT loc fiw udp 1024: 137 i
ACCEPT loc i tcp ssh i}
ACCEPT net fw tcp http [l
ACCEPT net f tcp 443 [}
ACCEPT net fw tcp 8080 i
ACCEPT net fw tep 8081 |
ACCEPT net fw tep 8082 |
ACCEPT net i udp 1194 |
ACCEPT net fw udp 1185 [
ACCEPT net f udp 77T [
ACCEPT net fw udp 4569 i
ACCEPT net fw tcp 25 i
ACCEPT net fw tep 23 - - |
ACCEPT net fw tep 22 = = |
ACCEPT net fw tcp 5901-5909 - - i
ACCEPT dmz loc:172.16.9.12 tcp - - - |

e 45: [dmz] »»e [loc| DK A M NDIL — )L & F£R
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R OIES £ /2L UIHT

‘net”7» 5 loc" NDOFHEL T 7 AL b TEIESN TV E T, €D/, “net”7» 5 loc”" D
EEFL IOy 7L - LEBMTALEIHD FHA, FEEC, “dmz” 75 “loc” N #
b ZEExh w9, “loc”"mrs“net" ~ofklz 77 4L N THFAISN T 9, “loc
me'net"~oHTTP NZ 7 4w 770y 73500650 - L &2BIML bWgae L.

TheERITTE X9,

y

v — Z: loc
Destination: net
7o hkaj: TCP
Destination Port: 80

v — Z: loc
Destination: net

7o ph ) TCP
Destination Port: 443

HTTP B L HTTPS (£, TCP ;R— s 80 & TCP ;R — s 443 #fEHL TWHW¥d., Zh 5
DR = Ne ANTAHIZIE. TAAD] Ry &L TSV, /L—)Li3 [Border Engine |

ERESTSIETHENILGD 7.
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) AddRule
Border >> Rule >> Add Rule

Action: | DROP %]
Source: | loc (brl br3 brd br5 bré br7 br8 brd brl0 brll) | Frotocol: g ¢
() Speciy Destination Port : 80
F)estinatinnl net (bro ) y Source Port : -
_ ) Qriginal Destination P : -
) Spacily Rate Limit:
Average Burst Interval | sec |

Add

A4 Z AN 46: [loc| 7»& [net| ~o HEtp s> 7 v 7O Kay 7OEIE AT v
VAV
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&) AddRule

Border >> Rule >> Add Rule

Action: | DROP sl
Source: | loc (brl br3 bré brS bré br? br8 brd brl0 brll) 4| Crotocol: [tep ¢
() Specify Destination Port : 443
!Jestinatinn (et (bro) . Source Port : -
- . Original Destination IP : -
\J Speclly Rate Limit:
Average Burst Interval | sec * |

Add

AF2ANNA4A7: A7) =y av s 74 —4L 06 HITTPS 5 7 ¢ v 7 % "loc" »»
5 “net" ~RNov 795
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ACCEPT net fw udp TITT i}
ACCEPT net fins udp 4569 i}
ACCEPT net fin tep 25 i}
ACCEPT net fw tcp 23 i}
ACCEPT net fins tcp 22 i}
ACCEPT net fiw tcp 5901-5909 i}
ACCEPT dmz loc:172.16.9.12 | tcp i}

DROP loc net tcp 80 i}

DROP loc net tep 443 i}

iz 48: HTTP 3 L. () HTTPS (R — t 80 & 443) i L L 15 Dl
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Redirect Traffic to Another Port of the Base Platform

v v 7 =077 4y 7% 1DDTCP/UDP K- b 6BIOKR - MIY AL 7 FT 512
. EBH, W<OrDR Y N7 - VEREORESC L AL -2 A7 AHRESL £, FIAIE,

TELNET ¢ (TCPR—- 23T v A2 $2) 2470y 7L THAREICLHD L6, fi
DEfAFIL THd5AaTYT., €DL)4%E. TELNETHORO KR - ha&ET 5 2

XD Ed,

Action: REDIRECT
Source: net
Destination: 23
Protocol: TCP
AR — b 29

ZOREE TCPR-29D 5774w 72TCPAR-F2312)5A4L 7 ML ET,

¢ AddRule

Border >> Rule >> Add Rule

Action : | REDIRECT * |

Source: | net(brD) + |  Protocol: [tep = |
() Specify Destination Port : 29

!Jesunatlon [ fw (firewall) ra Source Port

. ) Criginal Destination IP :
(=) Specify | 23 .
Rate Limit:

Average Burst Interval | sec = |

Add

iz 49 VAL I DT 74y 7EBDKR - MC
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ffifz 50: 7 4 A7 L A1) A MIIBIT S REDIRECT ) — )\

7T WEAFEHT %0t Border Engine OB EEIEBIZHEL D £ 5. v NI — 754
v k%31 20 TCP & — k& Flo> TCP K — 1|
~ 770k ALHFR S NBARMAH D £ 5, 2k 2L, FFEER - h s HTML X -
CIZHTTP ¢7 7 v 24 384, HTML 25— KO- Raf-o—41 URL £& 4 Tl

-
—

Action Source Destination Protocol Destination Source Port Cv_rigir.ml Rate Limit Remove
Port Destination IP
?SECTION NEW f
ACCEPT fw net udp 53 f
ACCEPT loc fw tcp 22 f
ACCEPT fin loc udp 137:139 i}
ACCEPT fiw loc tcp 137,139 o
ACCEPT fiw loc udp 1024: 137 i
ACCEPT loc fw udp 137:139 i
ACCEPT loc fw tcp 137,139 i
ACCEPT loc fw udp 1024: 137 i
ACCEPT loc fw tcp ssh i
ACCEPT net fw tcp hitp o
ACCEPT net fw tcp 443 i
ACCEPT net fw tcp 8080 i j
ACCEPT net fw tcp 8081 i j
ACCEPT net fw tco 8082 f
AGCCEPT net fw udp 1184 f
ACCEPT net fw udp 1185 f
ACCEPT net fw udp 7777 |
ACCEPT net fw udp 4569 i
ACCEPT net fw icp 25 i
ACCEPT net fw tco | 5901-5908 i
REDFEC net 23 tep 29 i}

NgyAL7baNTE, EIDxy M7

o, HIOR-baEHL TE7 77 TREICEKRIN G WLAREELRH D £ 4,
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V=) ANKRRELITHIBRT S

@ List / Remove Rules

Border >> Rule >> List / Remove Rule

Current Rules

Action Source Destination | Protocol Destination Source Port O_n'gir.ml Rate Limit Remove
Port Destination [P
?SECTION|  NEW 1
ACCEPT fw net udp 53 T
ACCEPT loc fw tep 22 i}
AGCEPT fw loc udp 137:139 il
AGCEPT fw loc tcp 137,139 m
AGCEPT fw loc udp 1024: 137 il
ACCEPT loc fw udp 137:139 il
ACCEPT loc fw tcp 137,139 il
ACCEPT loc fw udp 1024: 137 i
ACCEPT loc fw tep ssh it
ACCEPT net fw tep http 1
ACCEPT net fw tep 443 1
ACCEPT net fw tep 8080 |
ACCEPT net fw tcp 8081 i
ACCEPT net fw tep B082 i
ACCEPT net fw udp 1194 1
ACCEPT net fw udp 1195 1
ACCEPT net fw udp 7777 T
ACCEPT net fw udp 4569 i}
ACCEPT net fw tep 25 i
ACCEPT net fw tep 23 it
ACCEPT net fw tep 22 1
ACCEPT net fw tep | 5901-5909 il

iz O1: ) A Mo L — L EHIBRT S

ZNUHTIDOX 7> a> TR TEREAD. V-V aHIBRTAIE. L-ALEZDOEIIHD T IMHE
TAAY WML TLLEES W, AT AFHIBRcHET 2 L OIIZ0Ed. IRVBDH D L DI,
K=y -z elREIL TS0,
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Using DNAT for Port Forwarding

R=br7x7-74>71%, TDNAT] L HaE« @R L TiIrbn 4, [DNAT] &
IWEREILN N—RAT7 Ty N7+ - ALETZELLAT Yy FPORIP T L A ZEL, £H
SNBWERIP7 FL RAZEDWT ATy NEBET B ETT,

Bl zZiEs / =dmz”ICBIF AR A MO IP 7 KL 2%172.16.11.201" A HTTP [ 5 7 «
v 7 (TCP AR -1 80) #lmkd 2121E. XD LIIZL £,

7 73 3> : DNAT
Source: net

zist  dmz:172.16.11.201
Protocol: tcp

HegiAR — 1~ - 80

&9 AddRule

Border >> Rule >> Add Rule

Action | DNAT |

Source: | net{brd) ;| Protocal: [wp =]
() Specify Destination Port B0

Pesunatmn [ fw (firewall ral Source Port

. ) Criginal Destination IP :
() Specify dmz:172.16.11.201 -
Rate Limit:

Average Burst Interval | sec % |

Add

fifz O2: DNAT e {EH L IR - M7 47 -7 14> 7DFH
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ZhiE. N=RA7Z7v b7+ = LD"TCPR- B8O NEDEENT 7 4 v 7%, FAMD
ZENT 74y 7D TCP R - 80”128k L £, Ll RAMDRIDOKR - MIEmkL
oW ERHD £7,

Bl zi£. [TCPPort2929| o 57 4 v 71k, V' —>"dmz"dk 2 +“172.16.11.201”
D"TCP port 80"(Z7 + 7 - Fahn xd. Zhald, “TCP Port 2929”25 E 425 2 L TH
TCc&x7d,

7 73 3> : DNAT

Source: net

Zi4e  dmz:172.16.11.201:80
Protocol: tcp

BoE AR — b 2929

& AddRule

Border >> Rule >> Add Rule

Action : | DNAT =

Source : | net(brD) ;| Protocol: [wp =]
() Specify Destination Port : 2929

!:lesunanan [ fw tfirewall) 5] Source Port :

— ; Original Destination 1P :
(*) Specify mz:172.16.11.201:80 o
Rate Limit:

Average Burst Interval | sec % |

Add

fifz 83: KA MNDRL LK — DRk
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[Add ] Ry > 2T L, L= LIFPTFDLHICH D FT,

ACCEPT net fw udp 1195 i
ACCEPT net fw udp 7ITT i}
ACCEPT net fw udp 4569 i}
ACCEPT net fw tcp 25 i}
ACCEPT net fw tcp | 5901-5909 il
ACCEPT net fw tcp 22 i}
ACCEPT net fw tcp 23 i}

ONAT et dmz: 1 ?:i1 6112 80 it

dmz:172.16.11.2
DNAT net 0180 tcp 2929 i}

Wiz 94d: R- N7+ 7T 4> 7D =)L) A b

“brO0” OX -2 75 v N7+ —2LDIP 7 KL 24 “192.168.11.202” ths L L 3. L
-7, “TCP port 80” # kK Ak “172.16.11.202” (2 zone “dmz” /5 F|)E T 51213,
“http://192.168.11.202:2929/” Z{EH L £ 7.
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IP /35 2 %

% v 7). (IP_ ADDRESS, TCP_ OR UDP, PORT NUMBER) (> T, "H- 747 —
FUV T BETFIEE NI T4 v E L ODKRAMIODALETEXTT, HEIP 7N
L ZDHE BEDR - FND N T 74y 7EEBDOKAPMIEEGEL-WEHAEZ, "Load

Balance" ¢ ifh 4., Zhix. "Border >> Rule >> IP Load Balance" ®» &€ T17
IEMNTEET,

@ Distribute IP Service Requests to other host(s)

Border *> Rule >> IP Load Balance

Create/Delete Service tem AddiDelete Server(s) within Service Item

Senvice IP Address: Service IP Address:

Protocol | TCP = | Protocol: | TCP # | Port Number:

Port Number: Real Server I[P Address:

Add Delete Add Delete

e 05 IP&G R BUBE A+ v 7> 3 v b

% 4~ (IP. ADDRESS, TCP OR UDP, PORT NUMBER) # [# -t 27 A 7 A
ENFUET, B AT AT AR, BEDOEAMIBEEM TSN, Ay NT7=-71) 7T
ANBENSEDHRANI T 7y Fobey A Tr#anzd, 2vbh7-70)72AR»1

DDORAMIEEINEEN R I7I7A47 > bpod) 72 A ML, 300 WLANIZIZF L &
APMIEEFEENET.
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D7 T 74 - ATIRBEESNTHLEEL. BNEEBOY - —[IHHIE57DD
LT, 77V 7= arvEEDT - ZIZEAL T, THAF -BRAMETT -9 &
HIEIRENRDHD T, COTT7v b7+ —4LlF. FAMNNDODT -9 &2RBHENTE L
Hh.

DFOE#HIZ. XN=ZA7Z7v b7+ -AICBITZ2HTIP N o744y 70— N353 07
DEITT, N=ZAT7 5y N7+ —4D "br0" » IP 7 N L 2t "192.168.11.202" T3,
"dmz" V' —> Dk A~ "172.16.11.201" ¥ "172.16.11.202" . HTTP 57 (v 7 %
EELLWEEZTWET, B, HTTP 57 v 7 (TCP K- ) 80) 8- 275
VN7 - ATZITANSNE L2, "net" V- s "fw' -2 A TCP K- | 80
DB = VBT E2LERHD I, ZOH%, O- KT 72 TUHETE X
ER
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traffic destined to 192.168.11.202 port 80

M e

irtlalbridge |
J .

bro
fw

physical host
br3 brz bri

xfi.’LLs-I_bridge |_~..firt_L_Ja| bri,gg Ilirtual_ bridn_j_e

I'uirtual host loc
eth3 ¢ /iethz ¢ ethl

Ethernet switch

host with |P address 172.16.11.202 l$ host with IP address 172.16.11.201
=]
-r}—

ffe 56: 2 R A MDD HTTP N5 7 1 v 7 DT #L

REFIBEIEILATO@ED T, [192.168.11.202] £ TCP A - 80 &ML TH - AIH
Hae Ll £9.
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@ Distribute IP Service Requests to other host(s)

Border >> Rule >> |P Load Balance

Create/Delete Service Item Add/Delete Server(s) within Service Item
Service |P Address: 192.168.11.202 Service IP Address:

Protocol [T & Protocal: | TCP + | Port Number:
Part Number: 80

Real Server IP Address:

Add Delete Add Delete

A2 AN 57: Load Balance O t-sbD+4 — A7 A 7 LEIEKRT
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<z L Cs

Border >> Rule >> IF Load Balance

Create/Delete Service Item
Service IP Address:

Protocal | TCP = |
Port Number:

Add

[ADD] ##fi Tl -t AHEHZEBML £ 7.

@ Distribute IP Service Requests to other host(s)

Add/Delete Server(s) within Service ltem
Service IP Address:

Protocol: | TCP + | Port Number:

Real Server IP Address:

Delete Add Delete

TCP 192.168.11.202:http rr persistent 300

e 58: o - KX Z > v 7oEH) A b
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ZL T ZoH - RAHEBICKARA F172.16.11.201" 2B TSy,

@ Distribute IP Service Requests to other host(s)

Border >> Rule >> |P Load Balance

Create/Delete Service Item AddiDelete Server(s) within Service ltem
Service IP Address: Service IP Address: 192.168.11.202
Protocol | TCP % | Protocol: | TCP # | Port Mumber: | 80
Port Number: Real Server IP Address: 172.16.11.201

Add Delete Add Delete

TCP 192.168.11.202:http rr persistent 300

ATZANS9:H —ERATATLILAA e I DBEMLTO- N ATV AEHET S

172.16.11.202" L WO R A M & ZDH - AT A 7 AIZEML TLEES W,
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@ Distribute IP Service Requests to other host(s)

Border >> Rule >> IP Load Balance

Create/Delete Service Item
Service IP Address:

Protocel | TCP + |

Port Number:

Add

Add/Delete Server(s) within Service Item

Service IP Address: 192.168.11.202

Protocol: | TCP = | Port Number: |80

Real Server P Address: 172.16.11.202

Delete Add Delete

TCP 192.168.11.202:http rr persistent 300
-> 172.16.11.201:http Masq 1 0 0

Wiz 60: - A7 A T ALCHOERA M &BEML T - KTy > 7
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@ Distribute IP Service Requests to other host(s)

Border >> Rule >> IP Load Balance

Create/Delete Service Item Add/Delete Server(s) within Service Item
Service IP Address: Service IP Address:

Protocol | TCP | Protocol: | TCP + | Port Number:
Part Number:

Real Server P Address:

Add Delete | Add Delete

TCP 192.168.11.202:http rr persistent 300
-» 172.16.11.201:http Masq 1 0 0
-» 172.16.11.202:http Masq 1 0 0

Wl 61: 0—-FAZ> 2> 7D AMIBTSH - ERAHEEDAA bDER

Lz ->Ty AARM172.16.11.20178 L 0r“172.16.11.2027 23, “192.168.11.202"(Z
FETHHTIP ) 72 AMEMBEL TWHET,
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Use Web Proxy

“DNAT”, “ACCEPT”, “DROP”, “REJECT” £ L U*“REDIRECT" O & v »F-7 73 3>
T, IP7 KL A, #7013 TCP/UDP R - N EZIZEODWTAY NT =7 NTF 7 14w 7 &#IE
L9, vx77o0F>04, filtHliz HTTP B4&ICEE T,

TOFINE T IAT NTOATTLANS ) JT T A NEZITERD ., EBOY - -l FN 5%
L. = =D IEEMEL T 747 N 707 7 ACEELET, V277
OFx> 3. DEiliCa-RNahk7-%%&aFrviallkh, 727 )0 77 40L7 )7
LD, 7277 7 AOREMEEHIEL 2D T2 EHT& 9, [loc] vV -2
5net] V—=> (A9 =32y ) NOT770F> 2 FHTI2HEOEREHEIT N
5T,

[loc] V' = WICEHDONET KA N EET H2HE#8EEL TLREEL, [net] vV -ro
- -DENEDKRANIT 7V ATEHEEIZ. 7740 TClE7ay 73N TnET,

Ll [twl vV —yvo7aFxi o7 7k AFERbNIX, [locl V=D 27 KA

NADT7 7R ZAMATEEIZ L D 9, 46, [fw] vV =2 loc] /= o ADERH
FAINTWHWHEL6TY, 2L ¢ [twl V= A"o7 720 MEIZ. [fw] vV -
D7 AFIAND7 7 AL NWHOMEIIREL 4., #F. VPNOAEZHWE L, =D 7 =
THREANPBVPNOH T Ry NADYT = N7 A DFRENDL WIGEITHRRL LN EBHD

I3, V77w N7 4 - ALTREESINTWA 727 70F2 3, IXTDAY N =
J7AV Y =7 2= ATV 7T AN ERETHLIOIIHERINTBD, V27 HRAMNDT 7
YR V2T 7T N TA=LDET T RANMIT 72 AT HEEERBICLD 27,

CHICED N =T A T T =7 NDOREOHELZEBEETE T,

77O AERTAEAEL TE BIZIE. —FoELWWeb 771) 7 — 32 300

EDIP 7 NLADSDERD A EZTANDIEGGRDH D, REEL 2 - - ~\D7 71 A%,
TN =3 a3 EaBEYTIIERTLLEOIC, 727 70F> 2 FHL ThHuwyWeb 77

V7= a7 78 AT LIE. BhW7a-FehbaggEnib b, ROk 7 3>

TlE. N=AT7 7Y N 74— ATHBINTWE 72770+ OREEEZET 5 LA

N9 5,
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Web Caching
TI77aFNE TT7ANNTER=AT Ty N 74 =LA ETTCP AR - | 3128 TEIfFL
Twwi4., ¥/, [Border >> Proxy >> Web Caching | TZETx 7,

() setting for Web caching

Border >> Proxy >> Web Caching

(] Turn Gff Proxy Functionalities Metwork allowed to access this proxy
: (e.g. 192.168.0.0M6 )
HTTP Paort for Using Proxy: 3128
Add
Cache Size for Storing Web Pages: MB
("] Turn on transparent proxy so that users do not need to set 10.0.0.0/8
http Proxy in the Web browser. (It also needs to use Eiigﬁbﬂéﬁs
REDIRECT in the Advanced Border Setting to redirect to the rcnd--x?' ’
prosgy port. ) 280210
Submit
Remove

Wi 62: 77 70F > Fr v aRLOT7 7 AEEAFT Y 7> 3w b

T x77aF > AHEHTAIE. TOVFOREAEETLILELDHD T,
“REDIRECT”7 7> a>vim6hR-1804 207 aFs K- MUY A LT NTEHE. 2
i3 “Transparent Proxy” “ i, 2 - -1l 277709407 0F > HELXEEL T
LEH5ODMERIHD FHA.

2L T Zo7aF 778 ATES 4y b

7=7F BOR Y 7 ACHESN T E
T, BEICL CHIREEZETLZENTEET,
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URL Screening

blouz77o0F s nMEHINTWAEE. [Border >> Proxy >> URL Screening |
7oy 732 URLODY) A RNEBMTE T,

&) URL Screening via Proxy

Border >> Proxy >> URL Screening

Add to Blocked URL List Remowve from Blocked List
URL Domain : { e.g: .google.com )

Submit

|_| Block File Uploading in html form (multipartform-data)

Submit

Mote: data in https can not be deciphered and modified in
midway; you need to block traffic with destination TCP port 443
directly if a file is submitted via hitps.

Remove

Wi 63: 77 70F3 B IFTBURL7 )59 1) 7

HTML 7 4 - AL k5774 L7 v 70— F&70y 7 CE 2. £ L. HTTPS 07 -
9 FEHECBM T 6 h 8 LICERFE TS 4, HTTPS 0 L 57 4 v 7 2tk 4
70y 7T BLELRHD T,
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77 AT7TOw T IAN

TrT7T7 7R 7OF OB TREDKER T Oy 735 LNTEET,

') Proxy Access Block Time
Border >> Proxy >> Access Block Time

Add Time Frame to Block Web Access Remove from Blocked List
Weekday | S (Sunday) it S

Time (HH:MM-HH:MM)

Submit

|_| Perform Web Access Time Frame Checking

Submit

MNaote: in the time period setting h1:m1-h2:m2, the start time
h1:m1 must be less than end time h2:m2 .

Remove

iﬁfﬁé‘ 64: 7 =77 0x> COHITTPY 7 v A&7 0y 750D Y A LA0 Yy b

X &

ez, BEAEHD 08:00 205 12:00 or:f% Tlx. HTTP O(FEH AL XN F 1.,

[Time | Of#IZ(32708:00-12:00”" & AL [Weekday] O T“M(Monday)” % #iR L
TLE &,
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Traffic Bandwidth Control

Iy NT =T 8T T7 4w 7 OEBEERAET L2020 UFOFIBIZRES> TRELETWVLWET,
MEEAY N T =7 A2 =72 - ATCORIREHZREL. TDA I -T2 -ADNT T4 v
THEWLSODDTIL =TI L. BT - 7KL THIREBRELZZREL. Z0H.
- Z. %5E. TCP/UDP R - N EFICEOSWLWT ATy ha 7L -7 27,

BlzIE. 41> -7 "“ethO" oA/ > AT RBLUT7 7 M3y NigEiE4 100
MDbits/FPIZHIR L. No7 74 v 7 EH4ADD7 7 AIHHEL 7,

72 A1 mEERE (BEELD
the minimum rate is 100 kbits/sec,
ZL T\ mRTFAEEX 180 kbits/sec T,

7R 2:2BZBHDOERET
the minimum rate is Y4 of the total bandwidth of the interface,

ZL T\ BRFFAIS NS wmEEIT. wEBO 7L/ NIETT,

72 X3 8B 3DEFRIEAM T,
the minimum rate is Y4 of the total bandwidth,
ZL T\ BRFaNAFEHEILZ, 7V wEIETT,

77 A4 AFBHDIELE
the minimum rate is 1/8 of the total bandwidth,

ZL T mRHFASN B HHIEIL 25D 80%TH 5,

L2, ELOo% o274 v 7% T 72A1], [72X2], [72A3]. [7FRA

4| L LTV dRETLLEIOIM?2 =713 2w b T =737 w hDWL L DOhDEM,

Bl z1x — A, w5, TCP/UDP /K- N EFHIZEOSWTITHbhEd., 2y N7 =737 v K
WIBELIEDTHWEE, "72A3" L C(~x—783hFEd, ZhiF. Ay N7 =7 bF
T4y 7 DOERIEREOH OTHBICHEYL £,

DFOx 7 3> Tlx. &7 FIEL “Border >> Bandwidth >> Interface
Limiting”, “Border >> Bandwidth >> Priority Classes”, ¥ J{} “Border >>
Bandwidth >> Traffic Prioritizing” T3 ¥ 7.
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A2y NT =AY =T - ADFEHREHFETSH

) setting Network Interface Bandwidth

Border >> Bandwidth >> Interface Limiting

Ethernet Interface(eth0,ppp0,...) Listing of the setting limits

------------------ None in the list —-——-—--—=—-—————-
Incoming Bandwidth{kbits/sec) - one i the s

Outgoing Bandwidth(kbits/sec)

Add

Remove

ik 65: %y N7 -7 Ay -7 - AEEIEOFKRE (Shasai 65: Netwokku
inteppa-su biyou-fuku no settei)

Border >> Bandwidth >> Interface Limiting ] ® &2, . Ethernet 1> ¢ 7 =

—ADA ATy NEiEe 77 M3y NiEEaHH & 4, Ethernet 1> 97 = - 2
DN=RT7 27 HERRICBNT, 1> 97— A0FE (LB, [1000Mb/s | |
[100Mb/s| . F 712 T'10Mb/s] L WO ETEMHEIN I T, ZHiF. BERENSERS
NEETT., I CTHRETINEIX. FOEBEEET LD TIE% <, Ethernet 1 > 9 7 =
—AMSEREFRIIZETEI 7L - AOKAERET D -00HE 70 AT,
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ANV REREOFRECBNT, Ay N7 =7 7L —LABFBRZA -1y N9 =7
T - AL TREENTHET, LENRST. N=ZAT7 Ty N7+ —LABFNS&ENET
LR ZELLEAT Yy b —8BIBRTE2ZETDA, A7 NEEEZ G52 &
MT&EFT, ZRELIEN D 74 v 7 EBEETDH LT, OB TEFNSHEBAEXEETILE
MHHLaB®W LI, EB7 7V 7 =3 a0 ewEEIL. 350K 4 ke
HRHD T,

DIFoflZ. A/ 3w 77 — R4 100 Mbits/sec (R ETA2EDTT, HEL T, ZoOHHE
I3 kbits/sec DB AT Z 0N H D F 7,

{ setting Network Interface Bandwidth

Border >> Bandwidth >> Interface Limiting

Ethernet Interface(eth0,ppp0,...)  ethd Listing of the setting limits

Incoming Bandwidth(kbits/sec) 100000

Outgoing Bandwidth(kbits/sec) 100000

Add

Remove

fiifz 66: 4 > N7 KB LUOT 7 ATy R EIEDRE

[Add ] Ry >z e, GRlOAR Y 7 AIZIEDTRERREN £ T,
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{p setting Network Interface Bandwidth

Border >> Bandwidth >> Interface Limiting

Ethemet Interface(eth0,ppp0....) Listing of the setting limits

ethl === 100000kbit-->100000kbit
Incoming Bandwidth(kbits/sec) -

Outgoing Bandwidth(kbits/sec)

Remove

fiifz 67: 4> 9 -7 2 - AmHBLAREROERAF v 7> 3 v b

R
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FRFAEAT L Ty 4 DOBEE 7 7 ADEHEIZERS N 4, 20513 [Border >>
Bandwidth >> Priority Classes | THE T ¥ 7,

@ Define Priority Classes

Border >> Bandwidth >> Priority Classes

Interface Priority Class List

eth0 == 1 100kbit 180kbit 1 tos=0x68 /0xfc,tos=0xbE /Oxfc
Mark eth0 == 2 full/4 full 2 tcp-ack,tos-minimize-delay
Minimum Rate eth0 == 3 full/4 full 3 default

ethd == 4 full/8 full*§/10 4
Max Allowed Bandwidth

Priority

Option

Submit

Remove

ffifz 68: 4 > 9 —7 = - AmHHIRERERDBERE 7 T A

REIFN 77N T =2 avIlAbRTERINLGANHD LT, HEDOF v+ 7 FvIilhHd
[BI M7 74N TATYE, EDLIBEELLTE. AV T =7 T7 4y 7ITH
LTT 74N I TADFEET DZRLENRDHD £, £ILG0nE R-F -T2 VPIEHE
(E#HL LA
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Define Priority Classes

@ Define Priority Classes

Border >> Bandwidth >> Priority Classes

Interface Priority Class List

------------------ None in the list ---=-=-=========-~
Mark '

Minimum Rate
Max Allowed Bandwidth
Pricrity

Option

Submit

Remove

fifz 69: 1B% 7 7 A& ERTDILODA7) -3 v b
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IR L 72 L2, mEIEARESNHB. A DODBERE 7 7 ABMERINE T, REIFZD
BAEARTT. 74—/ F*Mark” (3 88 T 1~255 &, 7 1 — /L N “Priority” (3 %%
T 1~65535 0§ T 7,

“Option”"® 7 4 =)L FlZ. XOWThnilihh xT,

default:
BRI = 73 NTWEWNT 74w T DT T A&

tos=0xvalue/Oxmask: tos=0xvalue/Oxmask:
this is to define a class by selecting IP packet's
TOS/Precedence/DiffSev Octet.

tos-tosname:
The following “tosnames” are used to represent some

BiE~ A 7D TOSHED 1) Z K

tos-minimize-delay 0x10/0x10
tos-maximize-throughput 0x08/0x08
tos-maximize-reliability 0x04/0x04
tos-minimize-cost 0x02/0x02
tos-normal-service 0x00/0x1e

tcp-ack:
This is for all the TCP-ack packets.
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INT Yy b =FTICLBENT 7 4y 7HIH

B 7 72 AMERIIIERINTDT. TNEFNDERT7 7 ADFFEML 3 72V AIEETE
¥,

@ Packet Marking for Traffic Control
Border >> Bandwidth >> Traffic Prioritizing

Mark Listing of the marking rules

—————————————————— None in the list ----------===-----
Packet Source '
Packet Destination
Protocol | TCP % |

Destination Port

Add

Remove

ffe 70: THERAEORX 7)) =23 v b

BlzZiEs 4 FEVPN 27 4w 7 (UDP R - 7777 #185%) #@R3E0niga. L
TOFIETHREL 7.

Mark: 1

Packet Source: 0.0.0.0/0
47w MgEge: 0.0.0.0/0
Protocol: UDP

whH— N~ 7777
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COBWILZ Y AsTE (0.0.0.0/0) ATt (0.0.0.0/0) UDP AR - 7777 D ~ =
74y 7Y -3 hET., LT MEiok 7> 3> T, Ethernet /1> 9 -7 = —

1

AEeRELIETADDBEE 7 7 ANMERSINTHET, ~—7"V"DAxy b7 =787

v b

p—

I REEOLESLE (BEEEFSELY) T RAFEFEHIE 180 kbits/sec T,

@ Packet Marking for Traffic Contrel
Border >> Bandwidth >> Traffic Prioritizing

Mark 1 Listing of the marking rules
Packet Source oo000/0 T None i the fist ==--ommm oo
Packet Destination 0.0.0.0/0
Protocol | UDP % |
Destination Port 777
Add

Remove

fife 71: 32/

BROELDD - 7 DOHFE
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@ Packet Marking for Traffic Control
Border >> Bandwidth >> Traffic Prioritizing

Mark. Listing of the marking rules
10.0.0.0/0 0.0.0.0/0 udp 7777

Packet Source
Packet Destination
Praotocal | TCP |

Destination Port

Add |

Remove

Wife 72: -7 V=T 4271 A}

AV ST =T 8T T7 4y 7 BT S LT WEHEBNIFEFEIZRSN THEEHEII. JEHIC
BMELILLT Y ANLTAY NI =7 N7 4y 7B DDIERHsNES, Ll £
N6 FLERTDHILEPERTEIDHD A, ERDOBITIH, EEEBREDNT 7 1 v
7 D/ L — 4 100 kbits/sec T, F/MEfea fiFF 2 0DICRESN TV E T, &AW
g2 180 kbits/sec T, Zo4 A FEI VPN THEITSNTWHWET7 7)) 7 —> 3l +45
TRHY IHA, LEL, BRFHENRETES L o7 7 ) r—>aviAEBEINS
AREMEAN DD L9, L72A> T BREIF BREICLBIT MM NS - IREKFEL £

I OEHHEIRITERE. > A7 ANHLHSNTHEHEICHEEL. REDOT) 76D EH
ZHIRTZVENHDGEITEID X7,
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The Components of a Bridge

BHOX 72 a>Tla, [7)vy] EWIOEERN 2=y NDOAYy NT—=7FXL -2 3
VICOWTEKRLTWET, REKRKANDAY NI =7 A9 =7 2= AHBMBDKRAMNIT
TR ATBHBIZ, 7))y Il F9, /2. [net] [loc) Tfw] [dmz| & - %E
FIZBWTIE, 7Ny PoBERBEHWT, 2ke W o0EBIC7EL 9, 2L T, X
— A7 N7 =LDIP 7 RNL A7) v TNA XD EMIZERES N, DR A M2
NEDIP7 RLAEFERAL TX-AT7 Iy N7+ -LILT7 7VATELLHIZLFT,

application-level processes of the base platform

IP Layer
rtual Bridge
A
physical Ethernet interface Virtual Network Interface
Access to the outside world via bridging Virtual Host 1
Virtual Host 2
Y
Virtual Host 3

Wi 73: 7 ) v N=AT7 Ty N7+ -4 WEPI A - Ay NV -7
- A BLUIRER R D EDBEF
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N=A7Zv b7+ —=412(13"br0”, “brl”, “br2”, “..."L Lo 12D 7 1) v b b
¥ 9., “eth0”, “ethl”, “..."LtwvioteAf —H AV Ay -7z - R WEIZ VT 4T
1 EDEHEICERIN. Ay N7 -7 731 X “tap0”, “tapl”, “..."I3. VPN T71) v
E-FNBLOMREKRANTCHERHSINE T,

7= Ry N7 = 7OMEBIY T 4T 4N DD )y DITFES D I LIXATRET 3745,
TR TT, HADON= N7 27 TE Ay FOT ) v PAERFDADE RN
N=89 =D LD b LM THDI . ZOMD B L ERBERDZE GIRD . #1287 -
T A RAeN -9 - L TRRESEDHBRHNTL & 9.

#5E L [System >> Network >> Ethernet / DHCP | /o, & tx 4. [ethO]

F“Dro”(12% > THWERENHD FT - ZHIZEEL L WTL S, £ T'br0”(z WAN
734 A ("net”/ —>) THEHIN, 7))y 7IP7 RLAEF>T0wWEd, 2hliso
LD, UFORA7 ) =3y MIRTEIOICHEETE T,
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() Ethernet / DHCP

System >> Network >> Ethernet /| DHCP
Ethernet Bridge (br1)

IP Address: 172.16.9.1

Start IP: 172.16.9.100

[ Enable Bridge bri
Ethernet Ports in Bridge br1:

ethl

Ethernet Bridge (br2)
IP Address: 172.16.11.1

Start IP: 172.16.11.100

[ Enable Bridge brz
Ethernet Ports in Bridge br2;

eth2

Ethernet Bridge (br3)

IP Address: 172.16.12.253
Start IP: 172.16.12.100

[ Enable Bridge br3
Ethernet Ports in Bridge br3;

eth3

# Turn on DHCP Server

MNetmask: 255.255.255.0
End IPF: 172.16.9.200
Submit
Submit
# Turn on DHCP Server
Netmask: 255.255.255.0
End IP: 172.16.11.200
Submit
Submit
# Turn on DHCP Server
Netmask: 255.255.255.0
End IP: 172.16.12.200
Submit
Submit

DHCP # -1 =3, £ZO7 FL A 7 - L L L ICBHANEILETZ £7.

HERRTIE X-AT7T7Y b7+ =L LD7 )y POHIII2THD. ED LD LEHDOY
BA Y2y MY Y -T2 - ABRLICHFELTEEDD A, WEA -T2y bV
=72 - ADKNN228B25N—- N7 27 B3H 25561, thoxzlo07 ) v2ilx

LI EEHERL X7,
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Ethernet Bridge (bri0) # Turn on DHCP Server

IP Address: 172.16.19.253 Metmask: 255.255.255.0
Start IP: 172.16.19.100 End IP: 172.16.19.200
Submit
[+ Enable Bridge br10
Ethernet Ports in Bridge br10:
ethlQ Submit
Ethernet Bridge (br11) E] Turn on DHCP Server
IP Address: 172.16.20.253 Metmask: 255.255.255.0
Start IP: 172.16.20.100 End IP: 172.16.20.200
Submit

[ Enable Bridge br11
Ethernet Ports in Bridge br11:

ethll ethl2 ethl3 ethl4 ethl5 ethl6 ethl? Submit

e 7: B DOA —HF A N A VY -T2 —-RAeWMBL 7474 1O>D7 1) v
IR E T 5

“net”, “loc”, “dmz”|(ZBH# TN -V DEFRIZ. KDL 7y aIlid#@ildh T
ER
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V-V ERE

DAFOR7 ) =y ay bMiv Ay N7 - 7ERTHERT2 - &Rl TWwWET,

net| [loc] [dmz] [road] W5V —>23hh 9, [fw] Linvd /=it
[fw | NEBT7Z7y N7+ —LBEDODAY N7 - V7HIG D& RS, )AMIEE TN
TWhEHA,

{9 Zone Definition of Each Ethernet Interface

Border >> Reshuffle >> Zone Setting

™ Restore to the defalt setting while reboating the system List of Zone Setting

net br0
Submit road ppp+

loe brl
dmz br2

Zone loc br3
loc brd

Interface loc brs
loc bré

) loc br7
Modify loc brg
loc brg
loc brl0
loc brll
road tun+
road pimreg

Remove

Hifx 75:/ - VR EDF ¥ T F v

L75>L ELJ:jBODT/77\7b>i7l [Fxy 7] 3NTWHWBEEE. BEIRIZT 740 Mk
e nET, bLIHEBETILLK IR LAELET, ZORy 7 RE [ 7>F2y 71 L
T<fiéb>o
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Port Association for NAT Setting

Py NT =TTy NIIR =Ty N7 4+ = LDOWNHMHFUHER 282 TERTE0E D
3. [Border >> Reshuffle >> Port Association | »ZFHEIZ LH> THRESIN T T,

& Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface List of Binding Setting

brly 172.16.9.0/24
brir 172.16.11.0/24
bri 172.16.12.0/24
brQr 172.16.13.0/24
Add brlr 172.16.14.0/24

LAN {dmz/floc) Subnet

brir 172.16.15.0/24
bri 172.16.16.0/24
brQr 172.16.17.0/24
brlr 172.16.18.0/24
brr 172.16.19.0/24
brQ 172.16.20.0/24

Remove

iz 76: NAT 5 5E

“bri”NEti L TWhd 47 4y M3“172.16.9.0/124” T3, LB >T. ZDOH 712y M
5/ =rv'met’"~o 774y 73 IP7 L ZA&"Dr0"o IP 7 N L AIZE &2 3, [
fRiZ, “172.16.11.0/24" 3 "br2" 236 L T (47 2y b ThH D, “br3”(d
“172.16.12.0/24" (28t L £ 9, “bril”g 47 4 v h“172.16.20.0/24" (ZHfe L £ 7.
EN6DHT 2y 6D T 7 4y 7IF'NAT'A S h £ 7,
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IP Policy Routing

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table

To/From | To =
Subnet
Routing Table moon

Add

Add Default Gateway on Non-main Routing Table
Default Gateway

WAN (net) Interface

Routing Table | moon

Add
Add Interface into non-main Routing Table
Subnet
IP Address
Ethernet Interface
Routing Table | moon % |

Add

Add Routing Entry on Non-main Routing Table
Metwork

Gateway
Ethernet Interface

Routing Table | moon % |

Add

&) 1P Policy Routing besides Main Routing Table

Listing of Rules and Routing Tables

0: from all lookup local
32766: from all lookup main
32767: from all lookup default

Remaove
Listing of Routing Table: moon
------------------ None in the [iSt ==—=————————————

Remove
Listing of Routing Table: star
------------------ None in the [iSt =———————-——————

Remaove

Wi 77 IPE ) S — L —F 42 |

BT 5 ER

=T 7bid, BRI IPNY Y -—DNECHEL. V—T A>T -7 L%
Fzy 7L TATy POITERERESTDHIETYT, IPMT 74y 7I3EE. A DL -

TAYTT =TS TEEINES, N-AT T v b7+ — A

[moon| & [sta

ritnwWwHI2o08BMLV—T74> 77 =718 0FT, IPR)S—IL—-—T 41427 kL. &
EDOMHBEDAY NT =7 N7 74y 7EERL., TNEDEMNL—T 4> 77 =7 IIZHES

Tins 4 28Fetsl £
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Fh oo 7o+x Az, [Border >> Reshuffle >> Confined Routing | »#%E 175 2
EMTEET, ERADO3>O7 -7 LABERRINET, LICHEZERODOT -7V FE
DY Ty MDD KINTZT7 4w 7 &[DSIEST S5(C, [main] |, [moon] | /(&
[star| LW IN =T AV T T =N IORERHL I tERL TWET, HFD2FHE
E3FEBEBDT -7, moon]| k [star] W — T 4> 7T -7 ILDORNETT,

fmain| V-7 4> 77 -7 )1LONEIZ. [System >> Network >> Static Routing |
THERETEET., UTORIBN, ChoDeEDERTZEERL ThE T,

DIFoE#H (L Azblink v =2 7 v ot a2 6D Td, FsbEIPRYS L -7+
VTEERLT. 77y N7 A - LAEUTOLIICHERL £, V' — > "net” (23" "br0” &
“bra” L5 25071 v RH D, “br0”iz 1> ¥ — 2w MIERES . “brd” (3
“10.0.0.0/8" L v HH 7 2w MNMIEFiSN T, “brd”(3“172.16.14.0/24” L .xH ¥ 7 x
D% M:“172.16.14.253"};LV) IP7 RNL AT NFI, “10.0.0.0/8”"LvHH7 % v
NEERT Ao, ISP(310.1.1.23" 1) IP 7 R 1/7\2:7‘7 AN T =T A
“10.1.1.17, v h=< A 7"“255.0.0. 0"%%1{L§E@‘ - 5134172.16.14.0/24” L vv5
7Ry MIEREREL. TN 6O FTISPO 75 4 X - I\Z\ w N7 —=2710.0.0.0/8”
c%é#~ﬂ~c%ﬁ¢é;5cutmt%ifmi¢oLﬂu‘TniaMOQM@M
by 72y NThHAE-D, ISP (13“172.16.14.0/24" x50/ — ZIP 7 KL Z&#FHD |
T4 w7 EIN =T AT L ERA, LIRS T, “172.16.14.0/24”7>+"10.0.0.0/8” ~
DT 74w 7, “brd”oIP 7 KL 2&2FH L T NAT (L L->THiibh 4,
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net

A eth4 etho
net T

10.0.0.0/8 l

| J Wikt Ui nihpes

bra:10.1.1.23 0

‘__—.l}
)

fw

physical host
br5:172.16.14.253 & br3 br2 bri

wvirtual bricﬂ:{_ﬁ I wirttizl brudgeJ |_\,r|rt| zhilri dgeJ *l bridge

W% 3 T 1

M virtual host loc

‘( loc
eths k eth3 + eth
Y

¥ ethl

iz 78: WAN K — b D =D D

Tl >oEMAEL F9 : 4" "brd” 2/ = "net”ICE & DO T L £ O, BEAEIL,
12 ZISPO7 5 A X= N7 32y NTHHOTE MOBREEZZIZ0WENSTT, 2D/
Oy MO DL A7 AIFBEEEDICHKEEL. “brd” £ "brd" D7 3w N AT AR
MOREEL W e EBZTHWET,
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ZNTIE. UTOREICHEA L T,

Ethernet Bridge (brd) || Turn on DHCP Server
IP Address: 10.1.1.23 Netmask: 255.0.0.0|
Start IP: 172.16.13.100 End IP: 172.16.13.200
Submit
# Enable Bridge brd
Ethernet Ports in Bridge brd;
ethd Submit
Ethernet Bridge (br5) # Turn on DHCP Server
IP Address: 172.16.14.253 Metmask: £55.255.255.0
Start IP: 172.16.14.100 End IP: 172.16.14.200
Submit

# Enable Bridge br5
Ethernet Ports in Bridge br5:

eth5 Subrmit

ke 79: o IP7 N L A= EZET 5

F4. "brd”oIP 7 L A, ISP o0& D Y TS TEET AL ELHD X7,
“System >> Network >> Ethernet / DHCP”" /25175 2 MM TE ¢, Y A7 Ah B
Il LETHMIGD £7,

“brd”(x Tnet] V- IZET 2 LHIEETAVLELSHD 9, “Border >> Reshuffle
>> Zone Setting” ¢, #h % [loc] V' = »6HIBRL. [net] V- (Z@EmML FS. V)
T MMEIZT 7 ANV INREIIRS LWL DI —FLOF v 7Ry 7 REBBELTLES
L,
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@ Zone Definition of Each Ethernet Interface
Border >> Reshuffle >> Zone Setting

[n__n‘] Restore to the defalt setting while rebooting the system
Submit

Zone

Interface

DTFDOA7) =>ay i, "loc” e “brd” OHlEsTR"dTEDTT,

List of Zone Setting

net br
read ppp+
loc brl
dmz br2

loc br3
locbrd |
loc brs

loc bré

loc br7

loc br8

loc brg

loc brl0

loc brll
road tun+
road pimreg

Remaove

i 80: [brd] %/ — > [loc| 7» & HIBkd %
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@ Zone Definition of Each Ethernet Interface

Border >> Reshuffle >> Zone Setting

[_| Restare to the defalt setting while rebooting the system List of Zone Setting

net bri
Submit  '°ad PPR¥
loc brl
dmz br2
Zone loc br3
loc br5
Interface loc bré
loc br?
) loc brB
Modify loc brg
loc brl0
loc brll
read tun+
road pimreg

Remove

fEis 81: Tbrd] # /- [loc| » oL EBED ) A B
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DIFoBEmED ¥+ 7 Fvid. [brd] 2/ —> [net] (ZEMTLIERICEHRINE T,

@ Zone Definition of Each Ethernet Interface

Border »> Reshuffle >» Zone Setting

(| Restore to the defalt setting while reboating the system List of Zone Setting
net br0
Submit ~ "oad ppe+
loc brl
dmz br2
Zong net loc br3
loc br5
Interface brd loc bré
loc br?
- loc br8
Modify loc brg
loc brlQ
loc brll
road tun+
road pimreg

Remove

iz 82: [brd] % —> [net] (ZiEN

105



@ Zone Definition of Each Ethernet Interface

Border >> Reshuffle >> Zone Setting

[_| Restore to the defalt setting while rebooting the system List of Zone Setting
net bro

Submit read ppp-+
loc brl

dmz br2
Zone loc br3
loc brs
Interface loc bré
loc br?
) loc bré
Modify loc bra
loc brl0
loc brll
road tun+
road pimreg
net brd

Remove

452N 83:1) 2~ "br4"in >/ - > "net"

RIZS brd s 72y 6D NZ7 4y 7 & brd D7 2y MINAT 1T 35 EICE
BHLFET, DI, V-RIP7RLZANRDADIP 7 NLATEEZNE T, Z1d
[Border >> Reshuffle >> Port Association | tE7ctx x4, 4. [brd]| L
[brd | OB EAHIBRL TS,
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@ Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface List of Binding Setting

bro 172.16.9.0/24
br0 172.16.11.0/24
bro 172.16.12.0/24

Add br0 172.16.13.0/24
br 172.16.14.0/24
bro 172.16.15.0/24
br0 172.16.16.0/24
bro 172.16.17.0/24
br0 172.16.18.0/24
bro 172.16.19.0/24
bro 172.16.20.0/24

LAN (gmzfloc) Subnet

Remove

fhfz 84: [brd] oo+ 7 2y b&HlkL T, [brO0] o FT NAT#HHT %

@ Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WARN (net) Interface List of Binding Setting

br0 172.16.5.0/24
bro 172.16.11.0/24
br0 172.16.12.0/24
Add
br0 172.16.15.0/24
br0 172.16.16.0/24
br0 172.16.17.0/24
br0 172.16.18.0/24
br0 172.16.19.0/24
br0 172.16.20.0/24

LAN (dmzfloc) Subnet

Remove

iz 85: "brd" o+ 7 % v M & "br0" o NAT T T H|kk
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@ Port Association for NAT Setting

Border »> Reshuffle >> Port Association

WAN (net) Interface brd List of Binding Setting

br 172.16.9.0/24
brQ 172.16.11.0/24
brQ 172.16.12.0/24
brD 172.16.15.0/24
Add brQ 172.16.16.0/24
brQ 172.16.17.0/24
brQ 172.16.18.0/24
br0 172.16.19.0/24
brQ 172.16.20.0/24

LAN (dmzfloc) Subnet 172.16.14.0/24|

Remove

iz 86: "br5" 7 % v N & "brd" » T NAT & fEH L CTiEN
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¥ Port Association for NAT Setting

Border >> Reshuffle >> Port Association

WAN (net) Interface List of Binding Setting

br0 172.16.9.0/24
br0 172.16.11.0/24
br0 172.16.12.0/24
br0 172.16.15.0/24
Add br0 172.16.16.0/24
br0 172.16.17.0/24
br0 172.16.18.0/24
br0 172.16.19.0/24
br0 172.16.20.0/24
brd4 172.16.14.0/24

LAN {dmzfloc) Subnet

Remove

Wiz 87: 47 2w~ "brd3" o ) A Mz EH T 5 NAT U T "br5"
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“bra”» IP 7 KL 2, B L “brd” & “brd”, “brd” & “brd” BioEif% (NATF) %
BB V=T AV 7R) Y —DFREEITNET, DENZAXRZ L2, Al 1FEHD
Ry 7 ABMETEZL—T 4> 77 —TNaRrl, BET 7y N7 r—AZBRTET
NTDAY T =757y MR LTy EUpSIECL-LEHERELET, 1 DD -z
—HL WA, XL - LEERL 9, THD 217" main” )L -7 1> 77 -7 )L &
“default” #{#FH L T ¥ 7,

&) 1P Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From | To = 0: from all lookup local
32766 from all lookup main
Subnet 10.0.0.0/8 32767: from all lockup default
Routing Table | moon % |
Add

Add Default Gateway on Mon-main Routing Table

Default Gateway
Remove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table | moon | T None in the N5t ———————omm——om e

Add

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

_ Remaove
Routing Table | moon % |

Listing of Routing Table: star

O ———— === === Mone in the list -———--—--—-—————-—-

Add Routing Entry on Non-main Routing Table
Metwork

Gateway
Ethernet Interface

Routing Table | moon 3

Remove
Add

17 AN 88:10.0.0.0/8 7 % NN\ ) T T4y TaFryFTh
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EIHIESTINTT, 7%y b [brd] & Tbrdb| LoD NTZ 74y 75 F vy F L.
fmoon | W —7 4> 77 -7 NaEHEHLT. EN6D Ay N7 =787y NDEEF &k
ELET, RKOA7 ) =2 a3y b, 7%y b [10.0.0.0/8] 26D NF7 14 v 7%
FrvFl =747 7 =7/ [moon] #BIRTHLHIZEEITAEAILERL T
ER

& IP Policy Routing besides Main Routing Table
Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From | From = | 0: from all lookup local

32765: from all to 10.0.0.0/8 lookup moon
Subnet 10.0.0.0/8 32766: from all lockup main

Routing Table (moon = | 32767: from all loockup default

Add

Add Default Gateway on Non-main Routing Table

Default Gateway
Remowve
WAN (net) Interface
Listing of Routing Table: moon

Routing Table | moon +| T _ None in the l5t —————————m—mmmeeem

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

_ Remove
Routing Table | moon & |

Listing of Routing Table: star

REOERTI S| = e o e e e None in the liSt ==—————————————————

Add Routing Entry on Non-main Routing Table
Metwork

Gateway
Ethernet Interface

Routing Table moon s
Remove

iz 89: 47 2 v b [10.0.0.0/8] /5D 74y 7 aETS
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“10.0.0.0/8” (2 “brd” ¥k L T A4 72y N TT,

ZoHT hy NOBRICMDOY T 2y FOFEET ZATRMEADH D ISPMEMT 27 - b7 A RETENS
D72y MIT7 72 ATEBARMELDHD S, TN6DH TRy hAD/AT Yy PR TNETL £
MPEDRWTT7O-F>, IRTOERSF 7 Ay be ) AT 2DTIEA < TEERT] 74 v hOfilife
CEAEESIETY., IXTONT Yy bDSREL DT T2y MEIERHZNE L NI LA, EETHT
Ay FPOBIFTLRENTHET,

LcAi>C\ W@ [Tol 7 4 =)L FoH7 2y MIEL T BET 2974y bD
AefdEL T, LT [VE-MT7RYy M IIOOTR V=T AT T =TNDT
TANDIT = bz ABENSENES L LI X7,

@ IP Policy Routing besides Main Routing Table
Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From | From % | 0: from all lookup local
32763: from all to 172.16.14.0/24 lookup moon
Subnet 172.16.14.0/24 32764: from 10.0.0.0/8 lookup moon
Routing Table |m| 32765: from all to 10.0.0.0/8 leokup moon

32766: from all lookup main
32767 from all lookup default
Add

Add Default Gateway on Non-main Routing Table

Default Gateway

Remove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table | moon | T None in the St ———————————m e

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

. — Remove
Routing Table | moon =

Listing of Routing Table: star

BHi |~ ————— Mone in the list ---—---=—=—=-=--—

Add Routing Entry on Non-main Routing Table
Network

Gateway
Ethernet Interface

Routing Table | moon #
Remove

452N 90: "172.16.14.0/24" 10 & D N5 7 4 v 7 & ¥+ v F

112



@ IP Policy Routing besides Main Routing Table
Border >> Reshuffle >> Confined Routing

Traffic Rule Assoclatation with Routing Table Listing of Rules and Routing Tables
ToiFrom | Ta = 0: from all lookup local

32764: from 10.0.0.0/8 lookup moon
Subnet 172.16.14.0/24| 32765: from all to 10.0.0.0/8 lookup moan
Routing Table —— 32766 from all lookup main

32767 from all lookup default

Add

Add Default Gateway on Non-main Routing Table

Default Gateway
Remaove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table | moon % |

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

_ Remove
Routing Table | moon % |

Listing of Routing Table: star

RETTII | == = e o e e None in the list -========m—mcmee—-

Add Routing Entry on Non-main Routing Table
Matwork

Gateway
Ethernet Interface

Routing Table | moon % |
Remove

A2 AN 91: 172.16.14.0/24 (") XilEEF+ v FT 5

FL T, [172.16.14.0/24 | 728 [brd | [IHHEINTHE I LA TN LTS,
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Listing of Rules and Routing Tables

0: from all lookup local

32762: from 172.16.14.0/24 lookup moon
32763 from all to 172.16.14.0/ 24 lookup moon
32764: from 10.0.0.0/8 lookup moon

32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main

32767: from all lookup default

Remove

£ AN 92: 2NV — T 4> 7T —=7ILD) A ML=

bRy 7 AlE 7 2w b “172.16.14.0/24”" ¥ “10.0.0.0/8" ~D N Z 7 4 v 7%
N=T 4> 7T =7 "moon” eBMTHLLENHD ET. TNLUADEDIE V=T 1>
77 =70 "main” 2L TS0,

“moon” )\ —7 4> 7T =7 INDIERKED DIEETT, brd L brSDADA > ¥ -7 - R
EFHEORANDEE. FIMONEDON =T 4> 7T =7 NEERLIEWEEZLTHET, B
W =T 47T =7 M) -4, Ethernet f > ¢ — 7 = - ANEFEFEHEINT
WHH 7 4y ML T, Ethernet 1> 9 =7 2 = 2D IP 7 KL R&HRET HBRICMER &S
N3, Ll INS5OFEEIMMONL -7 4> 77 =7 TIFHEBIZZTHONEEA,
LED->T, FEITZ Y N —4BMTH2LENHD T,

A =HFA2y M2y 7 - RIHEEMToNZF 7 A2y NEEFRIC. 7740 8T - o x
ADWETT, L. AV N7 =717y DL E—HTENL—T 4> 72 NP
BE. ZDONRT Yy NET 74NN - N7 AILEGEINET, oo -7 4y M
T=R N7z ABBMTE08EEHN FTT, Zho6lINL—TA4> 7T =-7NLDT> N)DIF
FITXTDHLF)ATT,
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‘moon”" ) -7 4T T =TNIIT7ANNT = NI A EZBMTE2HFEIROEBD T,

{5 1P Policy Routing besides Main Routing Table
Border >> Reshuffle >> Confined Routing

Traffic Rule Assoclatation with Routing Table Listing of Rules and Routing Tables
To/From | To = 0: from all lookup local

32762: from 172.16.14.0/24 lookup moon
Subnet 32763: from all to 172.16.14.0/24 lockup moon

32764: from 10.0.0.0/8 lookup moon
32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main

Add 32767: from all lockup default

Routing Table | moon + |

Add Default Gateway on Non-main Routing Table

Default Gateway 10.1.1.1
Remove
WAN [(net) Interface brd
Listing of Routing Table: moon
Routing Table | moon ¢ None in the list - —————————
Add
Add Interface into non-main Routing Table
Subnet
IP Address
Ethernet Interface
, Remove
Routing Table | moon + |
Listing of Routing Table: star
e |- Mone in the list --—-------------—-
Add Routing Entry on Non-main Routing Table
MNetwork
Gateway
Ethernet Interface
Routing Table | moon % |
Remove

Wiz 93: “'moon” ) — 7 4> 7T TN T 74N DNT - NI A HBINT S
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[AdD | Ry > aHT L HIETE2L-—T 1> 7 > M) BRERANZHS [moon ] L — T «
VT =TNIERREINET, TT7ANLNT - Nz AEZBNMLTEMEERTRING WEE.
BXLEHRENBEL K WAEELAH D 9., 0HEHEFZ. [brd] o IP 7 KL ABNEMNZ
ZoThwgwd, ROTIP7 RLADBELSHRESN TV EDNEHEL. > AT AZHIKL
B CENNTERELHEZNPHTT, TNz A A9 =72 - ADIP 7 KL AHE
CH 74y MZHEWZ EIZHHSMNTT,
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@ IP Policy Routing besides Main Routing Table
Border >> Reshuffle >> Confined Routing

Traffic Rule Asscciatation with Routing Table Listing of Rules and Routing Tables

ToiFrom | To + | 0: from all lookup local
32762: from 172.16.14.0/24 lookup moon
32763: from all to 172.16.14.0/24 lookup moon
. . 32764 from 10.0.0.0/8 lookup moon
Routing Table MO = 32765: from all to 10.0.0.0/8 lookup moon
32766 from all lookup main
Add 32767 from all lockup default

Subnet

Add Default Gateway on Mon-main Routing Table

Default Gateway
Remove
WAN (net) Interface
Listing of Routing Table: moon

Routing Table |_moon = default via 10.1.1.1 dev br4 linkdown

Add Interface into non-main Routing Table
Subnet

IP Address

Ethernet Interface

. = Remove
Routing Table | moon =

Listing of Routing Table: star

| ————————=——=—————= MNone in the list -—————-----———————~

Add Routing Entry on Non-main Routing Table
Network

Gateway
Ethernet Interface

Routing Table | moon =

Remove
Add

iz 94: Tmoon| ) —7 4> 7 7 -7 INDT 74N IMT -7 A

F7AN M- PR ERORO LS CETENET, BEEESNLTT Ay FOL - T 4
VIV EBMT AT OEAE, A —Hhy MY Y -T2 - ADIP 7 FL AL 2y b
RATERETBDOERU < SGHML THET,
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DFDOA7 ) = ay Miv 7 1+ y NDrd"pnE#EEGR SN TWA DL —-T 4> 7
TN EEBMTEDDEDTT,

) 1P Policy Routing besides Main Routing Table
Border >> Reshuffle > Confined Routing
Traffic Rule Associatation with Routing Table Listing of Rules and Routing Tables
To/From | To * | 0: from all lookup local
32762: from 172.16.14.0/24 lookup moon
Subnet 32763: from all to 172.16.14.0/24 lookup moon
. . 32764: from 10.0.0.0/8 lookup moon
Routing Table lﬁl 32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main
Add 32767 from all lockup default
Add Default Gateway on Non-main Routing Table
Default Gateway
Remove
WAN (net) Interface
Listing of Routing Table: moon
Routing Table |mmestete) default via 10.1.1.1 dev bré linkdown
Add
Add Interface into non-main Routing Table
Subnet 10.0.0.0/8
IP Address 10.1.1.23
Ethernet Interface brd
! Remove
Routing Table | moon |
Listing of Routing Table: star
RO ~= === ==———————— Mone in the list --=---======c-euu-
Add Routing Entry on Non-main Routing Table
Network
Gateway
Ethernet Interface
Routing Table | moon 3|
Remove
Add
W
— , o W) - s g a“ ” S > .— a
A4 Z A~ 95: “brd”\_ #4445 “moon”"D 7 X NHONL - T 47Ty N &
BN 3
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{J 1P Policy Routing besides Main Routing Table

Border >> Reshuffle >> Confined Routing

Traffic Rule Associatation with Routing Table

To/From | To + |
Subnet
Routing Table | moon % |

Add

Add Default Gateway on Non-main Routing Table
Default Gateway

WAN (net) Interface

Routing Table | moon % |

Add
Add Interface into non-main Routing Table
Subnet 172.16.14.0/24
IP Address 172.16.14.253
Ethernet Interface brs
Routing Table | moon 3|

Add

Add Routing Entry on Non-main Routing Table
MNetwork

Gateway
Ethernet Interface

Routing Table | moon % |

Add

Listing of Rules and Routing Tables

0: from all lookup local

32762 from 172.16.14.0/24 lookup moon
32763: from all to 172.16.14.0/24 lookup moon
32764: from 10.0.0.0/8 lookup moon

32765: from all to 10.0.0.0/8 lookup moon
32766: from all lookup main

32767: from all lookup default

Remove
Listing of Routing Table: moon
default via 10.1.1.1 dev brd linkdown
10.0.0.0/8 dev brd scope link src 10.1.1.23 linkdown
Remove
Listing of Routing Table: star
------------------ None in the list ----------==------
Remaove

i 96: “br5”\_ #%i 9 5 “moon”"mO Y 7 %y NHDOINL - T 4> 7 > MY #EM

5

ERRDOX7Y) =223y ME

IR EEBMTEDDEDTT,

[brd | 23kt L THd4 7y hOIL—T 427
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“‘moon” -7 47T -TINONBEDERKIIGERIIXDER) T,

Listing of Routing Table: moon

default via 10.1.1.1 dev brd linkdown
10.0.0.0/8 dev brd scope link src 10.1.1.23 linkdown
172.16.14.0/24 dev br5 scope link src 172.16.14.253 linkdown

Remove

A4 Z2 AN 97: “moon” ). — 7 4> 7 T -7 ONE

(29 =1 LWORDN =T A>T T =TIANEELIET, L. BIOHETHOXT D
TNy T EBRELOGE., TOREDN I 74y THDOIL-T 4> 72 N)IE, DL —
TAYIT T =7NWNIRETHIENTXET,

IPR)VY=NL=—T4> 78, O NINT 74y 7k EGT 50D - )L ERET D
IR TEET, FIBIZZ I TEHEIVEMETIEIHD FLA, REL. 2DOAY NT =
IN=T 4 71 THrIN—T 4> 7] IIRESNET, BIRIL-—T 4> 712 [ XA L
— T AT T =TINTOARELFT, IR —T 4> T7DMNEY ZIZBTHENL T,
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Http Reverse Proxy for Request Filtering

INETCOL7>a>TlES [R- P 74774271 BLUCIPo-FZ57> 2> 7]
Dy 7ERGELL, Ihso77o-Fid, HTTP ) 722 b (TCP K- | 80) %
TIAR= P A2Yy NT =7 DY =N {Jhk T 5 ENTEET,

) Actas Http Reverse Proxy for Request Filtering

Border => Web >> Reverse Proxy

[ | Use the host as HTTP Reverse Proxy List of Destinations
------------------ None in the list -=====—==—————————
Submit
Request Host (e.g. www.gaga.com)
Destination (e.g. 192.168.1.5)
Add

Remove

ffifz 98: HTTP ) )\ — X7 0 F > OBEEAF v 7> 3 v b

LoL, “R=b747=T4>7"BLO"IPa—- KXZ > R"F, “IPNy ¥ -="ORNEIC
HOWTY 7 AMNEWMHEL F4., “www.gaga.z” &t “www.dada.z” & vH) —DODkK Ak
“ZMECIP7 NLZAETEL Twaiga, HITP ) 72 Z MO =D& IP N v ¥ ="/» 5 X 5
THZENTEEHA, VA= 2Z270F>770—-Fz, URLHDOKEANZIZE DT
B BN AN —Z) VT AMNEKEETDHI EaR[EEIZL X7,
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) Actas Http Reverse Proxy for Request Filtering

Border »>> Web >> Reverse Proxy

™ Use the host as HTTP Reverse Proxy List of Destinations

www.gaga.z--»172.16.11.201
Submit www.dada.z--»172.16.11.202

Request Host (e.0. www.gaga.com)

Destination (e.g. 192.168.1.5)

Add

Remove

fifz 99: HTTP ) X - 27 0F%> 2ODRL KA MKIZONLT
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A
i net

requests to www .dada .z
eth® | ;

Illustration 100: Http Reverse Proxy for Two Hosts
traffic destined to 192.168.11.202 port 80
requests to www .gQaga .z

barinchge

fw
physical host

brz -.
| virtual br|dqe
loc

l winbwizl br|dg—| |_|r‘tua| "J"ldg
dmZ- virtual host
¢ ethl

F 3
Ii_l
eth3 ¢ lethz
Ethernet switch
_5
host with IP address 172.16.11.201

host with IP address 172.16.11.202
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% 4% VPN

VPN (Virtual Private Network) (2172 VPN L i: : FAEAXAY N T =7 AV 9 =T - R
VPN - - L VPN 7S5 A4 7> NOWFTIHMER L. CNEDREAY NT =7 14289 —
T I ABEBINDEIAY NT =T NI T4y 7EMEANY NT =7 A9 =7 12— ADN
fO-RNELTEEL, BOMRICAZEIGLDIINAMO-RNET7y 7L T, MOWTIE,
VPNH - =754 7 NIXAa - NeaT7>yF7yv 7L 77)7=>a>y LDy 7
N7 27 AR =FA NPy NT =T N4y 7 EeERELEST., 77)7—=23a>d
WENSRT, VPNRREEFHEZETEEODAY NT =7 8 T 74w 7 EFERTE 35
DAY NT =742 =72 —-ATT,

virtual network interface creatgd by VPN prograrl[\
A

"\j + physical network interface

conceptual pathi: actual path
atho
X

VPN interface M i;

virtual bridge physical host
bro
brz brz br1
virtual bridge | | virtual bridge virtual bridge
A
ethz v eth2* * ethl

12 A~ 101: VPN #) {F R #
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ofED VPN N FEET A 6%ERH S, Lo, TORFa X NT2HET S VPN (T,
MO AT LAY R=—%2 N EMHEERTH50CREAY N =7 AV Y =7 2 — A& f
FHd3 580D,

N7 =7 b ROy —(ZBELTIE. 747> ~-4A N VPN L4 A -4+ f VPN 23 (%
HLET, AV T =T b T2 7 4 7DLXNVIZELTIE. 7))y 7E-RENL—T~«
VITE-RNTEELET, VPNRL—-T 4> 7E - KNTEIEL TWLWEHE. 20 VPN (3
HOIPH7 2w ha#Es, VPNZ7ov 2L TERSINFEAY N7 =749 =7
- RAlE. EOHF 7T Ay NNDIP 7 NL AL ET, 20— NCVPN2#EHT 120
FDOHT Ay NMINT 74w 7l —T4> 7L TLEE,

VPN %#7'1) w Y- NTETTEHE. 1 — ﬁﬁ/b7b LAIMTZY AT al — &N,
—Im S Mhim £ TEITN £ 7, Z/FV JETEICBIT S — &mﬁgﬁtbf\mﬁ7Z/
NANT“7 ) oy 7"EFERLET, LI >T, VPNA7) v E - KTETTIEHA.
MEIE R NS LV IPH T 2y NDBIRELSLED, Ay N T =V LEDORFEDNT 74y 7 %
INS BRI EE T X e WAREMEDSH D F 77,

74T b6 H A MANDVPN 3 - =B IPHT7 2y hOBERIIHD, €D A b
T=777NTr=2aySVPN 747 Mo TER SN IRBA Y T =7 7734
AR L Ty VPNH =R —DHERICHDRAMNIT 72 ATE5 L9195 VPN 754
7Y hNTT,

WPM Connection

Internet

...................................
................
.......

enterprise private network

subnet B
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Wz 102: 7 547> v A D VPN

A PEVPNIZ, 200> V8 VPN 4L T2 LTy 2NTNDT I U RHERIC
HETTHy bR E-MIOAY N T =77 7R ATEHSFVATT,

enterprise private network

Internet

...................................
................
.......

enterprise private network

Gty (23

fhifz 103: 4 A Mir 54 A N VPN

TI2AT IS A MOEGEN 7)) vy 7E®—-R] TEITSNBEE. 7747
FOIP7 KL RlIZ. 209 =T F3ART77AX= M2y NT=T7HDH T 3y hDOWLT
ZHBLERIHDEFT, A o6 H A NOVPNR [7) v 7E—-RN] TETFEIND
HBEL L1 ODIPH T2y "R 200% A4 MIEEN>TWET, 7747 bh64 4 b
DODVPNoO7) vy 7= KRNI HA- ML TWWELA, W= E-RNTDOEATFTKR-ILT
R
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7Oy F TNET =) IIBTOARITON. AT AIIA - Ay 7L —-4LDMAC 7
NLAGZFAXRTEDA VY =72 - AZEBTHINERELET, =T 4> 7IZDOWTIE
SATALFIIPAy T —NDOIP 7 KL 24 HERL 7,
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network layer

data link layer

My "wc Bridging

physical layer %Hx,r pHy\

¥ v

Ethernet interface 1 Ethernet interface 2
s 104: 71) v v
network layer IF IP

Routing
L |
/ \

data link layer /éc MAC \
physical layer / PHY PHY \

\ v

Ethernet interface 1 Ethernet interface 2

fFfx 105: v — 7 1 > 7

VPN 237w Y- RTEIET 254, VPN Z7ov 21 L> TERS N REAY N7 —
7408 =72 - RGP T RLARE D ToNT oy b7 =742 -7 -R
ENTTAY TR HIDIIT ) v IBMT2LERHD £, £/, VPNZ7Ox R
CEOTIERENTREARAY N7 =7 A2 =72 - AFIP T NLAHBEDHTHN, >
AT ALEDN =T 4> T T =TNR Ay NT =787y bDSETREREL £,
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N=A7Z7v b7+ -LLEDVPN3ED CA GEHEFRER) 4> THH. 72 YLk
HELEHETHRITILIENTEEYS, TNHDERAEFEF. VPNOX-ZX7Z5 v b7+ - A
BT AHIEF v AL EDOIFREFELT S DIZEH I N, BELT 5Dl ERINE T,
Zﬁf$'$W7D%XWi¢NT@/%Uﬁfﬂ%éﬂiﬁoLtﬁﬁf\ﬁ%@ﬁ%@%

s L £ 9.
CA Generator Server Key Building

(certificate service request)
(private key)

(public key)

Server.csr server key

cakey (private key)

" server certificate
generation
client certificate
generation

ca.crt

Client Key Building

server.crt
client.csr -"""';’

client key (public key)
4 (private key) client.crt
Distributed to WPN server and client(s)

(public key)

ffifz 106: VPN + — £ 7' 0 & A

¢, CAOERNSHBEENDEFT, ZHICEST, 794X F—] LR TYwrF
-] OXRTHBERESNEST, [ 774 X=F-] TSN AVvE-F, /37
w2 k- | CLMREETEIEA, [ZOCADNTY) w7 E—] 13, VPNH-R-} 75
A7 MIEEBEESN, GEAEN DO CANSEITEI NN E DN ERIAET 5 -DICHERHI N
¥9, VPNH - =24 - DFAE, X7 w7 F-1 & [FEHES -LRY 7T A N]
NERSN. 2o [FEAES - 2) 722 ] (ZCAZEREE . CAlZ 7714 X- |
F- EFERALT Y- —-GERHE] 248K L 23, [H-A-FEAZF] ZEH-1-0D

(X7 )y 7F =1 1ZMAT CAB [ 774 X= N+ 2FHL TBRLELBEVE S
NTwEd, VPNI7SA 7V NZAA - NEEIRO 70X X2 T [ 774 X=- M F-] &

(7247 NaEBHE ] 24/ 37,
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VPN 75472 78 VPN H = A= (iS5 &y MEIFZREHE 7 7 1 L& B 0HIZIE(E L.
BUBEEHFI CAon#ELMERL CGEAFENZD CAIZL>TRITINnE D D ERKRGEL
I, 7-IESLDLOOESLT L T) XA LHESICHER SN 2#HOLZH 7 0 A
F. MWL DD 7N T XLADBEEL THhET,
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Client-to-Site VPN Connection

DIEHZH L EF L9 X=AT7 Ty 74 -LR T7 )y PE-RF] TRI77A47 b
Mo A MNDOVPN 2L A, V=T 4> 7E- NTOAEEL 9. VPN 2 {EH
THCEIPH 72y b2aBI0STH2RLESHD 3, VPNIZFI hOo-LFr AL
7= FxanhbHh, TLS/SSLTIEH D £ AN, TLS/SSLICL->TRHts 271 T
DAL ERESZMERLET, £LC, UDP R - 1194 2R L £ 7.,

VPNO):I/]‘ O—)LFr2lid. T—9F ¥ 2NLDOEBALF - AT AEDICHERHI N
¥, #it. AES4# CBC £- N/ GCM £- N TCHHHL 7.

t L VPN 237 1 1"172.16.38. 0/24”2&@%@35%:.\ ZDH 7 1w oo VPN
ﬁ—zx—@IP?]\l/x “172.16.38.1" 4, ZOIP7 NL 2& R TVPNH — /1 —

77X AT&EET, FlZIE. N— x77/b77r LR RANEA VAN =L LA
VNCT:I//*/I/ 77X AT 5HIZTCP KR - h 5904 2#5%E L 1284, VNC v 2 —
7 TRDE %%@ﬁﬁbﬂ&*ﬁfxr@j//-w VPN 7 72 ATC& %7,

172.16.38.1 TCP port 5904

{5 Subnet Allocated for VPN Setup Wizard: Steps 1/4 - Next

Vpn >> Connection >> Address Pool

Network Address: 172.16.38.0 || Turn Off VPN Server Process Subrmit
Metmask: 255.255.255.0
Maximum Mumber Of Concurrent Clients: al

|| Allow Client to Client
# Force to use TLS1.2

Submit

The IP address of VPN server will be the first one in the range
you specify on above. Changing Data Cipher requires all the
clients fetching new configuration.

A Z2ZAN107: 7547 "6 A MAD VPN7 R L X7 =)L
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() Subnet Allocated for VPN Setup Wizard: Steps 1/4 - Next

Vpn >> Connection >> Address Pool

Network Address: 172.16.35.0 [ Turn Off VPN Server Process Submit
Netmask: 255.255.255.0
Maximum Number Of Concurrent Clients: al

|| Allow Client to Client
# Force to use TLS1.2
Data Cipher: AES-128-CBC

¥ AE5-128-CBC

AES-192-CBC
AES-256-CBC
AES-128-GCM

The IP address of VPN server will ~ AE>~132-GCM

you specify on above. Changing [~ AES-236-GCM

clients fetching new configuration, ~ CAMELLIA-128-CBC
CAMELLIA-192-CBC
CAMELLIA-256-CBC
SEED-CBC
CASTS-CBC
BF-CBC

fhifz 108: 7 — v 55 0 ER

bl >77-—aBRTE DN -y arntanrcga, - N7 7DOFFEREIITIEC
TERTAZENTE 3, SEED, CASTS, BF (Blowfish) 3 77 — (DWW (3, 64
Ly b 77 -ThsrERESNTBD, 2-%-28700GBD 7 - v #INEL 121, 2
N6EDL 77 =N 7y 7 3INDAEEDRHDEEINTHET, CORRCEET SO,
P77 -DF -OFLHIE, 6AMBO T - Y 2 EEL LEBITONET, LI > T /v —
N7 27 M50gaEld. Ineo> 77 —#EHL Te8Le T,

VPN — /S =3, FEESNH T4y b6 VPN 75470 NMZIP 7 R L Z%E D 4T
29, VPNI7SA 7 NMIDN =T 4> 7T =T NEZEBESLH T VPN 7472 |
MVPN A =N =DHFRII DD T Ay MNDT 72 AR TS XY,
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.-"'l
N Connection

...................................
________________
_______

Internet

enterprise private network

iz 109: VPN 7 5 4 7 > ML B9 72y hADT 72 A
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FaoKre6. VPN 7547 N34 7 32y NCIZHBRAMIT 712 AT 5HIZI1E
VPN + — /N —73“Vpn >> Connection >> Pushed Setting”(c# 7 v N COREE 7
v ad HLENRHD FT,

{j setting to be pushed to VPN Client(s) Setup Wizard:  Previous - Steps 2/4 - Next
Vpn >> Connection >> Pushed Setting

Traffic Routing Server at the VPN Destination: Setting Published via DHCP in VPN:
Destination Network: [(WiNs = | Add
Netmask:

-------- None in the list -—------
Add

172.16.38.0/255.255.255.0

Remove

) ; Remove
|| Redirect Default Gateway Submit

e 110: 7 247> b 6H A MDD VPNIZBIT 57 vy 2 &E

94 BT VAN 7547 M3 VPN - A -DIP 2047 4y hD 7 — [ x
S ELTHERAL, HROEREICRS W T 55E S 7 WINS 4 — /3 — £ /213 DNS 4 — /3
~ &AL T. VPN 754 7> MISRT AL b T 24,

CA, - N"—F-LitHE. BLUF 7747 M F - LitHEFIZ. [Vpn >>
Connection >> Key Generation ] # @ T T& 7.,
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@ Certificate and Key Generation Setup Wizard: Previous - Steps 3/4 - Next

Vpn >> Connection >> Key Generation

Country Code NE | State Code WA Cert. & Key for Client(s):
i Common Name
Locality here3 Org. Name thisPlace
) ) Valid days Generate
Org. Unit IT Email |me@myhost.mydom
Client Configuration Set List
Submit clientl:earth Aug 2 03:20:00 2029 CMT
CA Generation :
Common Name  galaxy Generate

CA Certificate Expiration : Aug 2 03:18:41 2029 GMT
Cert. & Key for Server:

Common Name  sun Generate

Remaove Purge

fhfe 111: 7 54 7> b o644 b~ VPNIEHE L £ - DAERK

VPN - = (2B CA GEHZRGLR) ##F>/-oHilld. [Purge] ## | T, 91T
D7TNVA VAN = LENTF-LAEHELHIBRL. FTLVWEDEERTEIENHD X7,

CA(z., [Common Name]| »7 1 —/L NIZAJIL. [Generate] Ry > A3 & TH
TcxFd, CAa#4RL/-%. [Common Name | & [Valid days] &7 1 — /L KIZA
TLT =" -DiFHEEF-EEKRL I, == F -DERIZIZDLRFESDND
¥4, F-LiEHEALAFLIES. &7 747> MWL T [Common Name | + [Valid
days| OFFHEEZ ANTEHIE T 7947 MO F - LAFHEA LR TE 7,
[Common Name ] [z, $XTDH 7747 b, =13 -, CAOBT—ETHBHLEND
nxd,
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CALF-LatBELEKRS N6, VPNH - —-2FHEEHL T, HTLWLCA, F-. B &
OFEHEAFERAL T<LEE W, 77947 bF - LiEHEFIL, CALH - —F - PR S
NEBIZCWOTEFERTEET, LD A7 ) =2y 3y MIRT L9, Common
Name “earth”® 7 5 4 7> NAFHZENER SN I T, D7 7472 MO F - LAFHEFR
['Vpn >> Connection >> Client File Download | T¥ 7> o—- NT& ¥ 7.,

@ Client Cert. and Key Download Setup Wizard: Previous - Steps 4/4

Vpn >> Connection >> Client File Download

Client Configuration Set List Client Program Download Please press reload button if the New Cert. and
Key are the very first one you have generated, or
the Cert. and Key have been modified.

clientl:earth
Reload

|| Unified Form Download (for OpenVPN Connect)

Per User Key Download

ke 112: 7 54 7> MiEHE ¥v>o- K~ 7947 6414~ VPNH
Illustration 112: Client Certificate Download for Client-to-Site VPN

TZ7ANEZY bRy 7 ANDERL, A>T LT, 7747 M+ - LatAE %
gorao-RFgrZehcEEd, BHEAEMI, 2 - - (/32— -8 7710
ZEEL. VPN I SA 7 N7 07 LCA VAN LT EL)IEKBTEIENTEET,
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H A4 NEIVPNES: (-7 4> 7F—R)

H A4 MEHVPNIZ, —DORAME)E- A MIELWTAY Y =2y MEBATARET
LHEIHERHTEET., VE-MAMNDOITXTO2-H -, VPN7Z A4 7 N7 7o
LE A Ea—9—FHEBEANANLTAALRCA VAN = LT ELETL L, A ME VPN
MERAINTWAHBETYT, 2O 7>a>TlE. V=T 4> 7F - NTEET S5 1 N
VPN %0 L £ 79,

H A4 E VPN 2BED CA%a#E, 7747 MElVPN TlEHE N2 CA LIZEL D 7,
WL TIERT2LERHD T, N=RAT7T7v N7+ - LA RHT 24 1 N VPN (1,
UDP K- 7777 R L. 2 OODVPN Y7 — v 7 2 A [ZIHFDOT7 ) w7 IP 7 KL A% B
wZay 7L FET,

MEERRTERL LI, CZITRHESNBVPNIREAY N7 =744 =7z (Ta-=A)L k>l
TNRAZL EEMFIENFET) 2ERTZ720DEDTT, VPNBIL T 4> 7 - FNTEITSINTWLEHAE
COWREAY N T =7 A2 =72 -RZFIP7 RLANBEODETosNET, 7747 M1 ~ VPN T,
VPN 7 54 7 heH =R =MERATZIP7 KL RAFTXRTT7 RLAT =6 RESNET, A M A
FVPN Tt Wl Ta—AL MY RV T AR NWCHELZIP7 KL AR 2DO825TC3, Z02DO0IP 7K
LA, 229 =T 74X 72y hHDIP 7 RLZAEFHAELL WL IITERBL TR,

ﬁ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys

Country Code NE | State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generale
Crg. Unit IT Email | me@myhost.mydom Client Configuration Set List
------------- None in the list -—==—=====-=—-

Submit
CA Generation :
Common Name Generate
Cert. & Key to be used at Local:
Common Mame Generate

Save Remove  Purge
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113: 1 | fi] VPN F — 41§

DFOF -7 axADA7) —>> 3w T,
Site-to-site VPN's CA is generated as follows:

ﬁ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys

Country Code NE | State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit T Email | me@myhost.mydam Client Configuration Set List
------------- MNone in the list -——----==-—---

Submit
CA Generation :
Common Name | quark Generate
Cert. & Key to be used at Local:
Common Name Generate

Save Remove Purge

fife 114: A Mo A b VPN CA R
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@ Certificate and Key Generation
Vpn >> Site-to-Site >> Keys

Country Code NE | State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Cemmon Name Generate
Org. Unit IT Emaill | me@myhost.mydom Client Configuration Set List
------------- None in the list ============"-

Submit
CA Generation :
Common Name | quark Generate
Cert. & Key to be used at Local:
Common Name | neutrino beneratd,

Save Remove  Purge

ffifz 115: 4 A [ VPN H — /3= % — LAEBE AL

- —F - LArAFE(E, [Common Name | # A /L. [Generate| K¥ > A4 2 &
THERINET,
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7747 MNF - LREHECERTHICE. THEBER] 74 -V NIATL, AR
Ry el 7.

@ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys

Country Code NE | State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Commeon Name electron| Generate
Org. Unit IT Email | me@myhost.mydom Client Configuration Set List
------------- Mone in the list ----—---------

Submit
CA Generation :
Common Name | quark Generate
Cert. & Key to be used at Local:
Common Mame | neutring Generate

Save Remove  Purge

fhfz 116: A b A b VPN: 7547 > N F — LREHF AR

140



e 117: %4 o643 A4 8 VPN: £ -+ > 7L

@ Certificate and Key Generation

Vpn >> Site-to-Site >> Keys

Country Code NB | State Code MNA

Locality here3 Org. Name thisPlace

Org. Unit T Email | me@myhost.mydom
Submit

CA Generation :

Common Mame | guark Generate

Cert. & Key to be used at Local:

Common Mame | neutrino Generate

Cert. & Key to be used at Remote:
Common Mame

Client Configuration Set List

[GanerateJ

clientl:electron

Save Remove

Purge
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oMo 747 M F-LAEAEFEEI O —HTOMIEETIRENHD ET, 77 AN
FBEINLCIMRE] Ry &L Tyr>ro-NL, 20oxIET 5480 [Vpn >> Site-
to-Site >> Gateway Network Setting | < =2 — CiEfg~> > IC7 v 70— RL CK
F2E

DTFOZDDA7) =>>3v i, ZDODOVPNYT - v 72 A DEREBI T,

& VPN Gateway Network Setting

Vpn >> Site-to-Site >> Gateway Network Setting

UDP Paort for site-to-site VPN 7777 CA and Key File Set Upload | will replace current CA )

Local Public IP 192.168.11.202 Browze... RERRUEESIEEE

Remote Public IP 192.168.11.138 Uplcad

Local tunnel device IP Remote tunnel device IP ) _ )
# Start Site-to-Site VPN process Subrmit

192.168.99.3 192.168.99.1

Remote LAN Address Remote LAN Netmask

10.2.1.0 255.255.255.0

LQ] Acting as TLS Server by using locally-generated CA and
keys (otherwise, file upload will be needed)

Data Cipher: AES-128-CBC
| AE5-128-CBC v |

Submit

Wi 118: VPN 7 — f = 4 & LT TLS # — /5 —

ARANMIIP 7 KL 2%192.168.11.202" ¢, ki IP 7 N1 2“192.168.11.138"C 7,
o-AL M FIP7 R 24192.168.99.3"C, VE- M FIP7RL Z
“192.168.99.1" T+, ) E— MUITIE, ¥+ 7+ v 1“10.2.1.0/255.255.255.0" 3% 1) £ 7,
Ay N7 =78y M T 2y h910.2.1.024" (2 ES h BA. COVPN 2 - v x
AEBLTN =T AT TELERDD 27,
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DTFDO)E-RFNKANDERETT,

{9 VPN Gateway Network Setting

Vpn >> Site-to-Site >> Gateway Network Setting

UDP Port for site-to-site VPN 7777 CA and Key File Set Upload ( will replace current CA )

Local Public IP 192.168.11.138 Eirowse... JERES e

Remote Public [P 192.168.11.202 P

Local tunnel device IP Remote tunnel device IP _ . )
™ Start Site-to-Site VPN process Submit

192.168.958.1 192.168.99.3

Remote LAN Address Remote LAN Metmask

172.16.9.0 255.255.255.0

|_| Acting as TLS Server by using locally-generated CA and
keys (otherwise, file upload will be needed)

Submit

fif2 119: )2 - A PO VPN T = b7 = A

FIBEIC. CORANEIP 7 KL 2“192.168.11.138” T, + 1 kv —+ 1 | VPN 25 (4
“192.168.11.202" ¢4, O - AL h> 734 ZFIP 7 KL 2192.168.99.1" 4 fERI L €
BO. UE—hFy 74 REFIP7 FL 2“192.168.99.3" T %, &5 —HOWMTHE., +7

Ay 1172.16.9.024" &ML TH O, 2D LT 74y 7lE, Z0F - b7z ARET L
—TFAYITTBBELSHD ET,

tbAhhh. CHIZ O RTHERTAIHRETT, Thoa Ay -3y N ETHERATIHS
Iz, "192.168.11.202” - “192.168.11.138" L 1, I [P 7 R L 24 /37 1) w 7 IP 7 F L %
CEXMMZ TS,
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CORENBEEB D ICHAET 220121, 20047 2y h“172.16.9.0/24”
£'10.2.1.024" DRI HZRA PHEVICEETEZLENH D T, ZHEDKA DT
TANIT = b2 A FREMIETEH T Ay POVPNT = h 72 A DIP 7 FLZIZ, £
NZERDH T4y hOVPN S = 72 A DIP 7 FL AHRES N T ZLESH ) 7,

10.2.1.0/24

enterprise private network
Teunrel device IP: 192.168.99.1
om T ERT g e s

Internat

...........................

_____
-+
ant®

enterprise private network

e RCRD

172.16.9.0/24

Wi 120: 94 oA N VPN H Y 7 )L %5FE

Bl ZIE. HOKIZHAB VPN T — v 72 A3 1P 7 KL 2"172.16.9.1"C, 7% v h
“172.16.9.0/24" 128k L £ 9. 2047 1y MHNOKRZA ME, “172.16.9.1"% 7 - h 7 <
AL THERL, “10.2.1.0/24” (22 ET 2L E N H D 4,

FoDH 7 2y MIENET B0, VPN = N7 2 A DXA VI =T 4> 77 =711
B)E-DMST Ay NAORBAEBMTI2LERNHD 7,
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—BOBIRTERD AL A9 Y ADHA | =V — « #4 N VPN & BT 2 WHMAD D ¥
4. UDP £ — fOBELSE. FERTHALERELFERALTT. &1 252 AZOL
T ZOMMA"TLS #— R —"L L THEL, B42UDP K- hTUZLAEY v R
ST ABELH D T
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Vpn >> Site-to-Site >> Multiplexer

UDP Part ]

Local Public IP

|
Remote Public IP |
|

@ Running Multiple Instances of Site-to-Site TLS Servers as a Multiplexer

Remote tunnel device IP
Remote LAN Address
Remote LAN Metmask

Local tunnel device IP | Data Cipher AES-128-CBC sl
Add
. : Remote Public| Local tunnel |Remote tunnel | Remote LAN | Remote LAN )
(J| UDP Part | Local Public 1P IP device P | device IP Address Netmask | oi@ Cipher
- NONg ----
Delete Populate

fhfe 121: A bY —H A PIFH -DBEEAS v 7> 3 v b

T4 =N RiE, A FE VPN 2T A3MOFNERCED TS, EFENLETY, BEHE
DAV ATV ANE L H == F - LAEBHE % [Vpn >> Site-to-Site >> Keys | & F T
HELTWwWE D, NS5 ITXRTTLS - " -THELERHH 9, BHDOY A ME
VPN A > 29> R&EHT 2546, RIL~Y Y ETCTLS - L7547 MOl %
RETHILIFTEEEA, 235, CABIEL 7,
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Site-to-site VPN in Bridging Mode

ANy -HANVPNET) v - NTHEATRE, RRko-AEFERAZBRE L 24

YNT =T NI T4 IMBAY Y =3y NaeRBL THFUANZNETZ L WO MESRHD
¥9, plZlg. DHCP 75 47> N3 DHCP# — X =L /-0, uPnP 731 2L

T2 Ay =lF, BRIPH 742y NANIRESNAZRNETTMN, 14 MY —HA |

VPN #71) w - RTHERTZE DN T 74y ZIZHEFRANEZEL 2T, ZniE 4y
N7 =770 LVDOMETIEZHL. YA MY - A NVPNAET7) wYE - NTHEHTS

E 20Dy N7 =00 —2HDIPH 73y NDOLHIIHKEET DD TT, 2D, f#
FHEaRELEE. Ay N7 - 7B OBEBRALE L 2550800 9, Hl2E, IP+
72w HIZDHCP # = R =& =D FHDO LI, ZDOD vy N7 = 78aEEasn
LZRIZIPEEN L WHAETALERHD X,

rrEls 1M 6 A NVPNE7 ) v o - NTHEATREHE. 2O X1 v &L T,
IPwFF+ AN 7y NSVPNER AN L THmY A MIEDZ EAAGETHB, IP <
WFFr ATy MEIL FEAEDISP (A9 =3y NF—EZX7O0A4 ) BEh6
DINT sy Nael=T 427 LW, A9 =2y N LTIRELRZENTEL L, F
t-« V=7 «>7>70o b ) OSPF ¢, #o» Hello ¥ /-3 Discovery £ v+ - (ZIP <)L
FEFYANEFERAT S, LB >T YA D6 A NVPNE7 ) v O£ - NTHIAT S
LT, IhoenT7T7a4 Ay NOMBEEERIETE 25803 H 5,

DFOREMGT, 71 v Y E = FIZHT 51 N VPN OfE £ HIIL £ 7.
192.168.11.202 & 192.168.11.138 £ 1»9 IP 7 FL 2Z& D2 A A HEHL £ 7,
127 =2y bAERT B Cho0IP 7 FLAEAT) v 7P 7 FLATHBL
EhHHD LT, E#IE, 7 v UE = FTHA NEIVPNBERERL L, #7 % b
“172.16.9.0/24” 73 192.168.11.202 ~ 192.168.11.138 DE®RICE A5 LHIZT5 &
T

VPN 7o 2 Lo TIER SN REBAY N7 =774 RFIP7 RLRAEF T Z
th, TNRBICA -H A2y 7L -LzahnEd, tory b7 7429 -T72 -k
DETA =2y b7 L -L&aZWddlcr. TOVPN7ov AL >TERE N Ay
N7 =TT RA R MDAy ST =742 =72 -ALT7 )y PIIHETL2LENRDD
I9,
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172.16.9.0/24

g-':'z'l-'i-é-é-l-i-j_....i-::;-g.................. ........*;.-'-_.-‘-\-r----"
“WPM Connection Internet

same subnet
182.168.11.202

.......

.....
=
an?

enterprise private network

172.16.9.0/24

ffife 122: 7)) v > - NIIBIT 54 A E VPN ol
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172.16.9.0/24

A
ethll ta created|by WP

bra

physical boundary of machine

172.16.9.2

1922.168.11.1

I bro / | enterprise private network
F i

", ethoi f "_____,m-"""
public network VPN traffic

enterprise private network
19z2.168.11. 2

172.16.9.1

physical boundary of machine
bri

etth tapdicreated by WwPM

.

172.16.92.0/24

A AN 123: 7)) vy - FIIBIT L5 A MNE VPNOREM 4 #8(FF IH

N=ZA7Z7v N7+ —=ATlI. BEIRET ) v ORERRSh TBH, Ay N7 =74

VYT A ARAVHESNTWEY, ZOBETEMD 7 ) v AEERTA2LEIIHD 4

Ao [tap0] (ZF VPN 7o 2 CT7 ) vy 7E—- RTERESNIZAY N7 =7 T34 A%

FHLET. LEBN>Ty [tap0]) &4 A1 M T7) w2 IlBMEE, 2O00H 1 MNMIh D

VPN 7o Z0RCIPH 72y NOTFT2O007 ) woAEHFELET, &7) w2 ZIP 7
NLAZE DS T, LT 742y MIhDE2007Y) wIIdBRLAZIPY NL A% ET L
ERHD ET,

ENDBBBLEH A NY - A NVPNDOT ) v - NIIBITEZHREDTA T 7 TH,

CA, - N —F-LIEHE. 7747 M F - LEFHAELERL 29, BRI, ZhsiE 7
SAT7 MY =% A NVPNEH A NY—HANVPN L—F 4> 7E—-R) THZL CTH
EFSNFJ. “Vpn >> Bridge >> Server/Client” T{Efk T X F 7,
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@ Certificate and Key Generation for VPN Bridging
Vpn >> Bridge >> Key Management

Country Code NB | State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common MName Generale
Org. Unit IT Email me@myhost.mydom Client Configuration Set List
clientl:Big
Submit
CA Generation :
Common Mame | Hugh Generate

Cert. & Key to be used at Local:

Commeon Mame  Giant Generate

Save Remove Purge

fhfe 124: CA, #, BLU7 ) v 2P E-NIIBIS4 A M VPND 72 DRERER |
#. BLUREHE

[192.168.11.202 ] L 1) <> > TIT>TWES, LEA>T. 7747 bF— LAEH
Flafho~> N0 - FLTRETIRENRHD 4, CABLUY - -F - L+
—N—GEHERF O VICHD ETDOT, Thae [VPN 7 w2 -] L L THEH
LEJ.
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&) VPN Bridge Server/Client

Vpn >> Bridge >> Server/Client

@] Acting as VPN Bridge Server {otherwise, fill the following

CA and Key File Set Upload { will replace current CA )
items and upload certificate.)

Browse. .. Mo file selected.
Server UDP port 1195 Upload
Server I[P Address
Data Cipher: AES-12B-CBC @ Start VPN Bridging process(es) Submit
| AES-128-CBC —|
Submit
|| Use 2nd VPN Bridge Server (tap1)
Server UDP port
Data Cipher
| AES-128-CBC s |
Submit

e 125: VPN 7 1) w4 = X =DH > 7 L&

1 iz

= ——
A &

@ Ethernet / DHCP

System >> Network >> Ethernet / DHCP

Ethernet Bridge (br1) # Turn on DHCP Server
IP Address: 172.16.9.1 Netmask: 255.255.255.0
Start IP: 172.16.9.100 End IP: 172.16.9.200
Submit
¥ Enable Bridge br1
Ethernet Ports in Bridge bri:
ethl tap0 Submit

126: VPN & v b7 = 7 7R AANT ) vy (="Ml (Z&M7 20l

=
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ZL T, Ttap0] z#{gME7) v > "br1”(Z ethl” T+ 5 Z L2 BN G TS Uy,

o — oM (“192.168.11.132”) (Zix. [Vpn >> Bridge >> Server/Client| <=
2= 7 IAT7 Y NF-LEAAEZEAE T vy 7O - N L T,

&) VPN Bridge Server/Client
Vpn => Bridge >> Server/Client

|_| Acting as VPN Bridge Server (otherwise, fill the following CA and Key File Set Upload ( will replace current CA )
items and upload certificate.)

Browse... | Mo file selected.
Server UDP port 1195 Upload
Server |IP Address 192.168.11.202
Submit LQ] Start VPN Bridging process(es) Submit
|| Use 2nd VPN Bridge Server (tap1)
Server UDP port
Submit

Hie 127: 7)) w2 - RILBITE2H A N VPN A7 NOREY > 7L

7747 M F-EREREEAREL %, VPN >> 7)) vy >> F —8H | JHESET
SNEJ,
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ﬁ Certificate and Key Generation for VPN Bridging
Vpn >> Bridge >> Key Management

Country Code NE | State Code NA Cert. & Key to be used at Remote:
Locality here3 Org. Name thisPlace Common Name Generate
Org. Unit IT Email me@myhost.mydom Client Configuration Set List
clientD:Big
Submit
CA Generation :
Common Mame  Hugh Generate

Cert. & Key to be used at Local:

Common Mame Generate

Save Remove Purge

Wk 128: 7 7 A4 7> MIOFEHE KT

FL T, tap0 ] #71) w2 IZBMERE I LAETN L WLT LS,

Ethernet Bridge (brd) |_| Turn on DHCP Server
IP Address: 172.16.9.2 Metmask: 255.255.255.0
Start IP: 10.2.1.100 End IP: 10.2.1.200

Submit

[+ Enable Bridge brd
Ethernet Ports in Bridge br4:

ethd tap0 Submit

42 129: VPN 2 v N7 = 7 FAA BT ) vy SILBMT B H > TN (7547 >
b4
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EFoo VPN #6¢(3 UDP AR — b 1195 # AL T 9, L7aA> T HAHEANDT 7 &
AzfllF e A, VPNEGRIIMG OV 2 fES L g THREFEEL 27,

Ay NT =7 T A ZADMRERANDLDIER S NTHE. 15133 XT [tapN] &L
ToINNUHFEanFEFT, TN6D7T /34 RFEFFNIER S N5 -8, site-to-site VPN in
bridging mode 23M#EH & 11 Tua7p L4, sometimes “tap0” 2MEMEA A M2 L > THE
XA EMHNH FF, site-to-site VPN in bridging mode # #H T A543, 472 A
T LoEHEEHL T VPN 2800 20%. REFANE1ODFTOENIL TS,
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ESE BT 47

CORFaAVPMIBITLZIL=—T4>7] EFTIPL-—T4> 7] 2% 33, HmIZ
. AV b7 =7 L RNULTHARAEEBRTH a0 FT0 (B 21X, EFECIPRE o 2
CTCIHTIPH] ICESZHTET, T, X=ZA7 7y N7+ -AICBTD [FFIL-T 4
Y7L ETEHIL-T a7 O ERRKBL 7,

“Static Routing” iz, W=7 4> 777Ny N) &S =a7 )V TENTAE42EK
LET, AV N7 =7 AV Y -7z -ATEEEHINTWHWAY 7 1y MIHL TR, IP7
NLRERETAHEICZ, MIETE2NL T4 72 N e)N—T 4277 =7NWIIMA 50
BEhAHDFET, BE. [W—T4> 72 MN)EEBNTE] E0nODIF. FEDIPH 7 3y
NADT = N7 A ZIBETDHEEEZTELET, ELAY NT =737y DRI —ET
L7 Ay NG WEE, T ANV DNT -T2 AIZESNET,

BRIV T4 7TIINRE LAY N =V TERTHD. 7Y IWRESTT, Ll
KL Ay N7 =7 TlE. 774NV DNTIU =T A4 72 N)a—DFTOFETEML
T, "BBIL-T 4> 7"E. COMBEERRT LD LT 4> 7T =7 EBEERIC
MEL LOELFT, ZhiF. oL -9 - LERZSHEITL, 2B TV =T 47
T T INEBESTLLICL>TITbNET,

N=RA7F7v N7+ —=-LDEE, BEIZI2OIPH 72y N&aH->TWwWIEd, 8 LIN65D
12472y NTHRTHhHIE, "BV T 4> 7" FERATE2DIZHHTT, L, o
W= =DEETEIHE. SL—9 - —T 4> 7T N)&EBMTEDIZRE L 5]
AREMERH D £7,

BIET Ao 1) A3, Bz [EIL-—T 4> 7 ] TIBRBRTELVLWEDNRHN 7,
BlIZIE. IPo L F++ A NEEHTAERETIE. KA NIHED [2=F+ X M] OIP
T RLAEFE>TWET, HABREOEHMAIP v L FF ¥+ AN Try NEZETHEDOITIT
FOEWIZIP L FF A+ AMNDTIL =77 KL RAZMATALERHDFEFT, DFEH,. 1
SD0HMIZ. FNFNDO T2=F+ AL DIP7RLRABDO Ty e, ZILFFr A D
TIN=TT7 RLADNT y N aAFETH 5D FET, IPLFF+ AN 7L =77 RN
L Z (224.0.0.0~239.255.255.255) (I, (EEDOH 7 x v MIHEN 8L H D £,
LLENSDRANEE—DH 7 2y NAICKHIRL TIP L FF+ XA NEERHL 20D TH
g, [EHIL—T 4> 7] TIIERTEIEA,

N—=RA7Zwv N7+ —A4TIl2. RIPv2 (Routing Information Protocol , version 2) £ k
FOSPF #IP =% v+ A b (IPv4) @A TiZ#EM#EH L $ 9. PIM (Protocol Independent
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Multicast) (&, +7 2 F&BE YL FFr A ML -7 4 > 7ICHERHI N E T,

MNPV Platform m

RIPv2, OSPF, and PIM will fail on this port

if "border control" isturned on

subnet 5 subnet 4 subnet 3 net 2  subnet 1

RIPv2, OSPF, and PIM will fail on this port

fhfz 130: SEREIE L BRI — T 4 > 7

subnet 0

MFY Platform -

if "border control* isturned off
all ports are OK with RIPv2, OSPF, and PIM,

LA L B B

subnet 5 subnet 4 subnet 3 subrnet 2 subnet 1

4 2 A ~ 131: Border Control % 7+ 7 (23 %
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LERORE, BERHABCEET 2277y b7 4 - ACBT B —IIL Ay 7 - 7 i
fFARLThEd, 2NE. [HER >> 8 >> K- Mk | ORECH > ELEF 710
VINEZBZENTEET, WE., “net’ s “fw ~AD LT 74y 71 KOy T Sh,
“dmz” 6 “BW” AD NS 74w 7 b ROy 7anET, LEnoT, RIPV2 5L
OSPF (3 2 50/ — > THhM L. BERBIEAA A>T ML PIM g %0 L £ 4. =
RIERTICE LT, BIHIL— 7 1> 7 BIICHERL T LS,

RIPv2 3 L (f OSPF (OSPF v2 (3 IPv4 i, OSPF v3 (2 IPV6 ) 2’ IEL < HRET B 720

i mFHEEEIPYLFFr A baEHL OV -9 -2 RDlrxd., —J7, RIP A=Y
a1 7o0-RFRFr A MEEHLEST., [IPILFFr A0S 71y NNTHREET 5720
ZiEs €072y hED Ay b7 = 7R IF IGMP 24K - N T 50ERHD £ 7,

OSPF L RIP (3L —7 4> 7RITHAS N, PIMiF< L FF+ 2~ 37y h B IP 471
v N el ARSI,

MFY Platform

-_Ilzone "met") - (zone "net")

subret 5 subnet 4 subnet 3 subnet 2 subnet 1

172.16.9.1

briet 1 subnet 9 subnet & subnet 7 subnet &
17%,16.9.2

turn on RMor OSPF on this subnet with thes

‘o interfaces

WK 132: 250 <> O
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MNFV Platform

-_tzone "net")

subnet™ subnet 3 subnet 2

multicast sender

]

multicast receivers at group address 225.3.3.3

ffke 133: PIM OERICBE T 5>+ ) F

OSPF (1“Area ID" L WO W& AFERHL 9, “Area 0”27 4~ v b7 — 7I{EH I 1.
Bl 0206 27°32-1 ¥ C&fH. F/-i1xab.cd (HziF. 1.1.1.1) OoBRTHETX T T,
OSPF IZBWT, 2o ) 7Tl HO>DA4 > 9 -7 - A& D)L -9 — (3 ABR (Area
Border Router) rinfi¥hn 4.

i router C
i

172.16.12.0/24
OSPF area 1

router A
router B

172.16.9.0/24
(Area Border Router)

OSPF area 0

ffss 134: OSPFABR (=) 7 %)L — 9 —)
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RIPv2 (Router Information Protocol, version 2)

NFY Platform

machine B -_izone "ret") machine A - (zone "net")

subnet 1
1721681

4 subnet 3 subnet2 subnetl subneto subnet 8 subnet 7 subnet 6
172.16.9,

turn on RIPv2

fEfe 135: RIPv2 o

Bufe &8 RIPV2 4 (8 L T 2 AOMIEHTE L. L —7 1> 77 - 7%k L, @I
S NI MU EEMTALEAL LU EELTOET, EIKAD 1 DO -
FASHEBLB K — [ IS L, BIRA TIEZOMEE — | DO’ O FICRE S N,
BTI"brd"o FIZEEES N 4. 200K - MigehznIP 7 ML 2"172.16.9.1"8 L f
“172.16.9.2"CR L #7 2 v MogEHS N E T,

WA - MRS N6 DFTOFIETHREL £9., v> AT, [System >> Network
>>RIP| #7577 AL, #ETHIH74xy NefgEL 7,
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@ RIP v2 ( Routing Information Protocol v2 )

System >> Network >> RIP

Add Network for Multicasting Route Update ] Start RIP

Submit
MNetwork 172.16.8.0
Metmask Length 24
Add
Metwork to send multicast update
—————————— MOME === === m e
Remove

e 136: RIPV2 Dk EHT LV FF ¥ A b « 47 % v b
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itz 137: %13

@ RIP v2 ( Routing Information Protocol v2 )

System >> Network >> RIP

Add Network for Multicasting Route Update

Network

Netmask Length

|| Start RIP

| Add |

Network to send multicast update

Submit

172.16.9.0/24

-7 2 = ANDIERE LR/ T 512012 BREEOEFICIL

K

NI (= SN

Remove

T2H7 42y hOYAL (RAFF¥ART v 77— N)

A F - A BET B LTA

[System >> Network >> RIP Auth | T75 2 ¢ T X F 7,
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&) RIPv2 Authentication

System >> Network >> RIP Auth

Interface Authentication
Ethernet Interface brl
Authentication Key hello

[ Enable Message Digest(MD5)

Add

Remove

ffitz 138: RIPV2 OFRFE+ — 4 RET 5

¢ RiPv2 Authentication
System >> Network >> RIP Auth
Interface Authentication
Ethernet Interface

Authentication Key

| Enable Message DigestiMDS5)

[ add |

brl hello

Remove

fhfe 139: GERE+ — D 1) A b
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s B ORI & RO D D £ 4,
72y PERAEF - RXDLIICREL £7,

@ RIP v2 ( Routing Information Protocol v2 )

System >> Network >> RIP

Add Network for Multicasting Route Update

|| Start RIP Submit
MNetwork

Netmask Length

Network to send multicast update
172.16.9.0/24

Remove

iz 140: < ) FF ¥+ A NEFOLDDOR DO L7 %y b
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) RIPvz Authentication
System >> Network >> RIP Auth
Interface Authentication
Ethemet Interface

Authentication Key

[_| Enable Message Digest(MD5)

Add

brd hello

Remove

fEhe 14158 EF — D) A b

RAEF —(3“brd” cHESN T T, X2  RIP)L—F7 4770w 2R48BT 5012
“System >> Network >> RIP"OF v 7Ry 7 A4##ERL £9., “System >>
Network >> Static Routing” /) — 7 4> 77 -7 R T 5 L. HFEHODOHY 7 % v b
MIN =T AT T =TI ARNINTWADAEERETE FT, LLFA“machine A" L €
HonTwhxd,

Active Route List:

o e T e R o S e S e s e e o =

10.2.16.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.17.0/24 via 172.16.9.2 dev brl proto zebra metric 20 I
10.2.18.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.19.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.20.0/24 via 172.16.9.2 dev brl proto zebra metric 20

172.16.9.0/24 dev brl prote kernel scope link sre 172.16.9.1

172.16.11.0/24 dev br2 proto kernel scope link src 172.16.11.1

172.16.12.0/24 dev br3 oroto kernel scope link src 172.16.12.253 linkdown

fhiz 142 RIPV2ZBRG L I DN — T 4 2 77 =7 LVDONE
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OSPF(Open Shortest Path First)

2.16.69.0/24

172.16.71.0/24
172.16.12.85

-
router C +-|'-r

172.16.12.0/24

172.16.9.2 OSPF area 1

172.16.12.253
5 72.16.9.] g
.
s NJ&IG.IB.DIEJ#

router B 172.16.9.0/24

(Area Bordgr Router)

10.2.9.0/24 172.16.14.0/24
10.2.11.0/24

ffifz 143: OSPF 1 {7

ricoK e &L TOSPF L -7 4> 7 a%EL 9, OSPF )L -9 - L TEHT 5N -
AT NTH=LDA LAYV AMI Oh ), FhZFh “router A”, “router

B”, “router C"tiEESI N TWWET, BN -9V —DFIIHhBIPHT7 2y NILUTDOHEN T
7,

V=% -A:172.16.9.0/24, 172.16.11.0/24, 172.16.12.0/24, 172.16.13.0/24
172.16.14.0/24, 172. 16.15.0/24, 172.16.16.0/24, 172.16.17.0/24,
172.16.18.0/24, 172.16.19.0/24, 172.16.20.0/24

)L —%—-DB:10.2.9.0/24, 10.2.11.0/24, 10.2.12.0/24, 172.16.9.0/24
10.2.14.0/24, 10.2.15.0/24, 10.2.16.0/24, 10.2.17.0/24,
10.2.18.0/24, 10.2.19.0/24, 10.2.20.0/24

N—%-0C:172.16.12.0/24, 172.16.69.0/24, 172.16.17.0/24, 172.16.72.0/24

172.16.73.0/24, 172.16.74.0/24, 172.16.75.0/24, 172.16.76.0/24,
172.16.77.0/24, 172.16.78.0/24, 172.16.79.0/24, 172.16.80.0/24
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V=9 —-AL)—9—-Bn“172.16.9.0/24” \Z¥H: | TWHWAEE. Fhix“=) 7071 T
ESNET, L-9Y-—AL)—%—-C»n“172.16.12.0/24”7 |28 T 2HE48. Fhit
‘T 71" L TCTiEEESNE T, =) 7 IDIF OSPF (2B LW T 0~2732-1 ORI TR ERRET
T, BHFO0'Ea7 4y b7 -7HKRLET, FHIIMAT. TNETREXNLLDIZ, /-
vi'net’B L M'dmz" o7 Ay AL OSPEFEH ZERHL LTt 2aLy, OSPF&#E
Frhen2o50 -2 TIIHEEL FH A,

@ OSPF (Open Shortest Path First Protocol)

System >> Network >> OSPF

Classify Network with Area ID (| Start OSPF Submit

Network 172.16.9.0 )

Netmask Length 24

Area 1D (number or a.b.c.d) 0

Add
Listing Area(s) and the associated Networks
T e e e e e
Remove

o

ke 144: 7 2y b B LU ) 7 ID OFE (L - ¥ — A)
[router A| Ti. [172.16.9.0/24] B L ¢f [172.16.12.0/24] L 1»9H 2 OD4 7 1 v

MIMLTOSPEF 7 v 77 - NeRTT50ENHD 9. £Dfd, [ System >>
Network >> OSPF | T2hn 6 &ML, €h£ho [ArealD| #4EEL £
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{9 OSPF (Open Shortest Path First Protocol)
System >> Network >> OSPF

Classify Network with Area ID

[ Start OSPF Submit
Network

Metmask Length

Area ID (number or a.b.c.d)

Listing Area(s) and the associated Networks

netweork 172.16.9.0/24 area 0
network 172.16.12.0/24 area 1

Remaove

e 145: 473y b D) A~ OL—9 — A)

OSPF )L = ¥ =3B WIZRRREZ 1T =7 4 > 7R ) £ - MERLOREE LT ZT
Aﬂ%ﬂé LafERL Ed, 8429 -7 x— AT [FFEEF — Jﬁ\dé;rf?}ﬂ) xtHEl oD

—HSELERLENHD ES, ") TREAE" B ELGEIR. )7 ID] 2 AL
“C FAde L TR E 0,
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() OsPF Authentication

System >> Network >> OSPF Auth

Interface Authentication Enable Area Authentication
Ethernet Interface Area D
Authentication Key
[| Enable Message Digest{MD5) [_| Enable Message Digest(MD5)
Add Add
Listing Interface Auth Keys
hr3 dafa area 0 authentication
brl hello area 1 authentication
Remove Remaove

{4 146: OSPF »:Rir%E (L — v A)

(7)) vy 73421 ("br0”, “brl”, “br1l1”#4 ¥) LA > 9% -7z -ZAZIP7 KL X
MBESINTHWET, 2ho6D(> Y —7x2—AF2 2 C“Ethernet (> 9 — 72— 2"k
L THEHSNANRNETYT, IN6DA> 9 -7x2-ADIP7 KL 2z, &)L -9 —-[T
“unique” THAHELERH N FT, ZNH5DIHEDNLL DME. KL — ¥ —D“router ID” &
L TSN 9, “router ID”(3 )L — 7 4 > VR ETL-DIEREINET, 2L
Z—EDOF 7 1y hDIMERHEIN TLWaWERDNAHETE, AV NI 749 -7
—AFd2== 7% IP7 RL AARFTILENHD 7,

JEMNZET LS. FE [System >> Network >> OSPF | (7 7+ Z | C. OSPF 7
Ov A& TEEd,

UToOXEE Th—%—-B] OREZRL THET,
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@ OSPF (Open Shortest Path First Protocol)
System >> Network >> OSPF

Classify Network with Area ID (] Start OSPF Submit
Network

Netmask Length
Area |D (number or a.b.c.d)

Add
Listing Area(s) and the associated Networks

network 172.16.9.0/24 area 0

Remove

fhife 147: 47 2 v b&RE (W -9 - B
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Authentication key (3, “router A” THREL /D& KIS LE2LENHD I T,

() OSPF Authentication
System >> Network >> OSPF Auth

Interface Authentication Enable Area Authentication

Ethernet Interface Area ID
Authentication Key

(| Enable Message Digest{MD5) |_| Enable Message Digest(MD&)

Add Add
Listing Interface Auth Keys
brd hello

area 0 authentication

Remove Remave

iz 148: FRALsE OV — ¥ — B)

OSPF L “router A” L “router B" #i#&Z#h L /-1%. “router A" ) —7 4> 77 — 7L %1
L. “router B"o# 7 % v fp3“router A (CHEiESI N A L ARERL 9.
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Active Route List:

s e e e S

10.2.17.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.18.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.19.0/24 via 172.16.9.2 dev brl proto zebra metric 20

10.2.20.0/24 via 172.16.9.2 dev brl proto zebra metric 20

172.16.9.0/24 dev brl proto kernel scope link src 172.16.9.1
172.16.11.0/24 dev br2 proto kernel scope link src 172.16.11.1
172.16.12.0/24 dev br3 proto kernel scope link src 172.16.12.253
172.16.13.0/24 dev brd oroto kernel scope link src 172.16.13.253 linkdown

A AN 149: )\ — 9 — ADHEFIT TON—T 4> 77 —7) (OSPF% & &) | 1-
%)

=

ZNTIF TIL-—9-Cl OFREIZHEAF T,

@ OSPF (Open Shortest Path First Protocol)

System == Metwork == OSPF

Classify Network with Area ID (| Start OSPF Submit

MNetwork
Metmask Length
Area |D (number or a.b.c.d)

Add

Listing Area(s) and the associated Networks

network 172.16.12.0/24 area 1

Remove

A7 AN 150: 7 %y FRRE OL—9 - C)
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) OSPF Authentication
System >> Metwork >> OSPF Auth
Interface Authentication Enable Area Authentication
Ethernet Interface Area D
Authentication Key
| Enable Message Digest(MD5) || Enable Message Digest{MD5)
Add Add
Listing Interface Auth Keys
brd dafa area 1 authentication
Remove Remave
b

W

fhdz 151: RFERE OL— 9 — C)
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FEIFEIC. RBREF —1Z T — Y Al THRESNIEDELE—HIBHLENRHY ¥, OSPF %
(=% Cl THBLEE., TW—9ClDOIL—T4> 7T -7V UTFTD@E) TT,

Active Route List:

TLIONETLO T &9 Wi Ly L0 LECE FF oY OTo PTois S0 TIemTe 0
10.2.19.0/24 via 172.16.12.253 dev br0 proto zebra metric 20
10.2.20.0/24 via 172.16.12.253 dev brD proto zebra metric 20
172.16.9.0/24 via 172.16.12.253 dev br0 proto zebra metric 20
172.16.11.0/24 via 172.16.12.253 dev br0 proto zebra metric 20
172.16.12.0/24 dev br0 proto kernel scope link src 172.16.12.85
172.16.38.2 via 172.16.12.253 dev br0 proto zebra metric 20

172.16.69.0/24 dev brl proto kernel scope link src 172.16.69.1
172 1A 71 NI2A dewv hr? aratn karnel eenne link err 172 1/ 71 1

fife 152: L -9 —-% (OL— %9 — C)

LY 72y bANDN) IR ThWaAEE, T hL-—T 4277 -7/)LDL b
iDL -=9IZhRy 7L - ahEthA, HEILHOTE, F#ETE) 70897 LT
WAHRERAEMETAZENHD X7,
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PIM(Protocol Independent Multicast)

IPVFFr ATy bEaEEL ALY 72y FTRETHLDICIE. £OH 7 1y b
WNDTXTD 1y b7 — 712573 IGMP (Internet Group Management Protocol) % +
A-bhLTONEFT L, RAFFL ATy SOPMEDOH 7 2y MCERET B DICIE L
— % — 73 DVMRP (Distance Vector Multicast Routing Protocol), MOSPF
(Multicast Open Shortest Path First), /(3 PIM #+4FK—- N T ALERNH B, it
TYRNTH—LTCINTFF YA T A TEFR- N NTE5HICZ PIM 2#(EHT 5, 3F
fizo>unwTlz, IETF RFC 1112 #&BEHZ L.,

PIM iz, —DDXEHENIP AV FF L ATy baEEL BOF 7 41y MIbHB%ZE
BN TNeXRETEELIIITH3F N AEBRITLDIEREINE S, ZEFVELCY
T Ay MIHBEE PIM IETIE 4 < IGMP AT+ T,

-_izone "rett)

MNPV Platform

multicast sender

rulticast receivers at group address 225,3,.3.3

12 A 153: IGMP &t PIM %= fff{14 %> F 1) &

Ehn HHOBRBT Ty b7+ - AT V=Y HEOK ) S - DBBEEET 5LEHH D
£, [net) V- & [dmz] /=2 hbD 7y Mi, 7740 F THES ET.
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FEDOYF) AN BI2I1E. HEIZ [System >> Network >> Multicast
Routing | TPIM A 4+ (45215 TT.

&9 Dynamic Multicast Routing (PIM v1 and v2)

System >> Network >> Multicast Routing

Additional Network: || Start PIM

Submit
Metmask Length:
Interface: Add
Alternate network List :
Mo alternate route added
Remove

Information Listing:

A ZAN 1SV FFr ANV =T 4V TDHRE
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) Dynamic Multicast Routing (PIM v1 and v2)

System >> Network >> Multicast Routing

Additional Network: [+ Start PIM Submit
Netmask Length:
Interface: Add

Alternate network List :
Mo alternate route added

Remove

Information Listing:
‘Installing br0 (192.168,11.202 on subnet 192.168.11) as vif #0-22 - rate 0 I

Installing brl (172.16.9.1 on subnet 172.16.9/24) as vif #1-23 - rate 0
Installing br2 (172.16.11.1 on subnet 172.16.11/24) as vif #2-24 - rate 0
Installing br3 (172.16.12.253 on subnet 172.16.12/24} as vif #3-25 - rate 0
Installing brd4 (172.16.13.253 on subnet 172.16.13/24} as vif #4-26 - rate 0
Installing br5 (172.16.14.253 on subnet 172.16.14/24) as vif #5-27 - rate 0
Installing bré (172.16.15.253 on subnet 172.16.13/24} as vif #6-28 - rate 0
Installing br7 (172.16.16.253 on subnet 172.16.16/24) as vif #7-29 - rate 0

A Z A~ 155: PIM 784 > 2% > -1
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EEENL -V —IZEE) 73 NT0WEH 712y MIAEL TWhW5E @&\ﬁ7$
bt%ﬁ¢64V7 7:4Z%?ﬁ¢6%%#%@i¢ %nu%@ Hlx. DR E L
hEHD FHA, BIZPIM A4 T 5827 TY, FRIZEBINZ 7L - 7lﬁ@
Rendez-vous 1 > b (RP) #3%EL £ 7.

IPv )L FF+ A NMFUDPIZETSWHLTWWAE LD, TCPD L5 IZF| &R %ﬁi%%ﬁﬁ@%é

EiETIEHD FHA, LIz > Ty PIMADMKEEL TW AR T 5012013, w/ILFF+ X

l\/\/f v NTFRINEH 7 Ay MIEREL 2 WiaE. UDP Yy I\?ﬁ\X\“/ N7 =7 DIRME
LI ERDNAEDHERTZLELHD £,

IP2LFFrrAMI, BEE/A VL -VE—ERLITEGEL. BHOZEEL/A v -V %
ZETCEDLEVOAX) Yy MBS NFEFT, RELVIPALFFr A M0EL FTITERIL 0
T BEDHII. EEBEICLHOTE PIMARED Y T -7 A4V -7 12— ANDY
NFFL ATy PORBEEEILTZ L IEKBT S LATE£d, [System >>

Network >> Multicast Control | THETX 7,

) Muiticast Interface Control
System >> Network >> Multicast Control
Ethernet Interface to avoid Direct Multicast from PIM Add Static Rendez-vous Point
Interface: Add IP Address: Add
Interface Listing : Static Rendez-vous Point Listing
————————— NoNg-========== e P P
Remave Remaove

e 156: < )+ + A bl
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BED 7 —77 KL AD Rendez-vous Point (3, FRIICHET LI TE&ET., L
L. 2HEXR=RAT IV N7+ - LDADHEIZEILEDD 1A,

VPN EH DN — 7 4> 7

DX 7 arTld. VPN IZbkdL-—T4> 72 N)DOREEICOWTHREL 9, A
fecR D, RIPV2 #7213 OSPF 2GR L T8N -7 1> 7 aFEITTH I Latmat L TL
ZE Uy, BN =9 =D =T 4TI N)EZMTEEZNE D (BRI F T2 ERR
() dEtmADONL =9 =R IPH 71y NMIT 72 ATEBELERHD T,
CDEZIEDHNT, eV LEEL £,

NPV Platform router B

{zone "net") -_

router A

(zone "net") -_

subret5  subnet 4 subnet 3 subnet 2 subnet 9 subnet 8 subnet 7 subnet 6 subnet 1
172.16.9.1

fiife 137: A > 9% — A v el §% 20D/ - % —
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OB T, WHTDON -9 —DOWFER - MEICEERRE (-2 y N7 =70V FEFIFAA
v FEMBH) AW TEET, Ll MADOL—9—13A2 9 —Fy N DR ZHA K
WCHFEET DD, MADOR—- NETER) > 72T 3 T&FHA. LIS T,

OSPF F /-3 RIPV2 & Rrfae & o D) £ 7,

bLWEH) Y 7V RFARETHNIE, A- 27 )y L T2DO0K- haBELTS LT,
RE) > 7 arTcEEdm, MamEREL £9, OSPF £ /(3 RIPV2 2[R CH7 4 v b

ETRITTEET.
Lchi>TC, M@EIFIH A A VPN A7) v Y- FTHILTHZLILRET S, 8b55A.
VPN $2fi (3 [net| V' — >z @@ L TROMANELEL 2 nid s 5 %4 U,

172.16.8.1

subnet 9 subnet 8 subnet 7 subnet & subnet 1

router A

(zone "net")

direct wiring

very far away, cannot to

NFy Platform elidoas
(zone "net")

subnet 5 subnet 4 subnet 3 subnet2  subnet 1
rone "dmz") 172.16.9.2
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Wiz 158 : —>D7 7 AXR= ML= -—NA Y —Fy e (EEERAD

474’ l\F'aEJVPN%S:7 Ny E-FTRET D56, Ll bAEOMe@ERL £9, 2L,
%13 OSPF £ 2 (2 RIPV2 #(EH L TVPNRET/L -7 4 > 71EMRAE L 27,

172.16.9.0/24

A
Ethll tagh created by WPN
bri
physical boundary of machine
Lra LR.A-2 Then, running OSPF or RIPv2 on "brl"
162.168.11.1
hro / enterprise private network
ethﬂil
public network VI Ty
............. = Y
bro

enterprise private network
152.168.11. 302

172.169.1
1 physical boundary of machine
rl
Then, running OSPF or RIPv2 on "br1"
Etth tapcreated by WPN

172.16.9.0/24

e 159: VPN (7)) v > 7% - K)IZBIT % OSPF % }-|3 RIPv2
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% 6 = Deployment Scenarios

COBETE, LLOLDPIEEDOMITTZEIETL, N E TORTENL MMAEZN
b & lif T F DI T 2 ik BB L £ T

Bll: A>3y N7 7ADDH D/ W E DEET 5

COBITIES A7 =AYy N7 7 ReFORMEFE - Ve R0/ -V ICREL /-
WEEZTWET, v¥2) 74 LOHEENAS, NHOELY A AEBED D DML A > ¥
— Ay MNEREAFAISNTBLHT. AV 9 -2y N7 72 AEFORKIZ. 21 AEED
O DEIMAND 1y N7 — 7EGEORBEEZF TSN T EHA,

fdmz | V' —> D7y ariae, EBREMOBETEROLEHEL TSI, 774/ 8TlE.
fdmz | /' = > DR A MD [loc] /' — > OEBICEG#8BT5 L IFFTIRThW I8
o

tho
N net

b

-

virt Uzt nisge

bro
fw

physical host
br3

4]

loc

bri

virtualMgridge

virtual host T loc
é ethl

ol

eth3
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i 160: “dmz” )L — )

LB T AV =2y N7 7 REHEO>Ty >4 [dmz| /- (IRETE 9, /.
WEHDOL Y A AERETTO vy 4 [loc] V= IZlEL $3, [loc) V=23 774

NT [net] /' =>\DO7 7 ANRFATINTHET, O/, [Border >> Rule >>

Add Rule ] ##E_ T, [loc] v/ —=>»6 [net] V= \O7 7 2% 70y 735 —

WEBMTZ2LERHD 7,

) AddRule
Border >> Rule >> Add Rule
Action : | DROP 5|
Source: | loc (brl br3 brd brs bré br7 br8 brd brl0 brll) 4| Frotocol: [tep ¢
'S Specify Destination Port :
!Jesllnatlon (et (bro ) - Source Port ¢
. ) Original Destination P :
) Specify

Rate Limit:

Average Burst Interval | sec = |

Add

42 AN 161: Zone "loc" /6 A > 9% =3y hANDT7 7 R&e70y 735

SLDA T A ABETIE, A9 — %y M —A-&"dmz"/ -V (ZREL. @Y% A - b
THAT =T AV TREETO, EOKRA N & “loc”/ = VIREL. 1> 9 AV AT 78R
ZHIRT HMMICEDHTHEIN LT,

Loy SOREFZLIDEL DT 7)== a >y THRINEST, T 74 ATEAN2EHED
TAZ My 7aAva—-9-afHT568EL TR, 1 BEIRNEBROED
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Ty 8218349 AV NT VR AHDODEDTT, A9 -4y NeBEHET VAT
LHENEFBHI a2 -9 —3Fkshzd., CoBEFLMLT DI, DMZY -2 o
RES L TAVY AV N7 VR AHO I Ea -9 -BEETLHILOICLET,
MNIs RES N7 I H4EH L . VNC 7547, SPICEVZS5 A4 7~ Z
713 (kA< > > d OS 5 Microsoft Windows o #: 4 ) Microsoft Remote Terminal %
FHL T, #RNEBEHO I a2 -9 -6 N6DRB~ 7 72 AL, R~ >~
WNDOTZ 7 EFERLTAY Y =42y M7 72ALFET, ZHIZLD, #NEFERD I
La-9 -0RESND) A7 #RBBETE I,

/ brgf

: physidal host
br3 brz / /  bn

F

wirbuzl bridge I |_virt|.'r-.| L‘.gdgeJ ;r| virtyfal bridoe
L o / ' :
; : ,:é: 7 ?
’ dm$ :
F (’
L = loc

ethl
WRC Connection
for WwM-A
e

e 162: R~ > > e ERH LAY Y -2y b7 72 AIIDNT
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FELCWEEERWLWDIF, VNC 7247 I, R=ZA7 72y N7+ -4LDIP7 KL
A (BlziEe Tbr0) oIP 7 RL R) L TCPKR - MIEHT 2 ETT, ERLOR TR

Lo, = T-AIZIZIVM-ADa >y / = A pBEHEICERIN. 2O VM-AD >/ — )L
5. VM-AIZA VAN =L aN=7a 7L 6A4 9 =2y NIT 72 ATEET,
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Example 2: Use VPN to Access Virtual Desktop

N=27F7wv N7+ —=LFNDORE<S > ~ANDVNC 75 147> (£33 SPICE 754 7>
N ofFERICHID, VNC 77147 NEIXR=ZAT7 T v 74+ -LDIP7 KL 2 (AP 7 R
L 2) IZBGT20ERZHD 7., (RERAANDIP7Z KL ATIE AL, XN=ZAT7 Ty N7 7
—LADIP 7 RL ZIZHEL T &y, VPNAEAL TVNC 2 EHT 385412, VPN o1
FICIEESNTN-AT Ty b7+ —LDOBRUIDIP 7KL A (774 MT
172.16.38.1) #HHL T &, VNCTRE~Y> > DIy - ABR-STELH, 7
DR~ ERHL T 774 ANDMOERIZ A Y N7 =7 KR =S TT7 71 A
T&x9,

WHC connection to WM-C
_ etho
! WPM connection

F . net
virtlis! niclge’
bro
......................... fw
i physical host
br3 - br2 “hrl
. *.fi.'t-l_._;ﬂ‘ bridgi| |_virt_|:r-:| L‘r‘.dg_eJ | vir‘tua_l I::ri'ﬁge |
i i T ' dmz =
wac| [wmpfE e _
loc | ; '
eths tha ¥ l*’ ethl
3
m— [— !
T-B T-A

iz 163: VPN /v L L RE <> > D7 72 A
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Example 4: Place Storage System in Another Subnet
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Access output

Access output modules control the ways the muxed streaims axe sent. This setting allows you to always force a specific sccess output method. You
should probably notdo that,
You can alwo wtdefavlt parameters for each access output.
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